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dismiss of defendant Wake County Board of
Elections ("WCBOE") and defendant-intervenors
Jennifer Morris, Edward Jones, and Siobhan Millen.
(DE ## 14,27.)Plaintiff Voter Integrity Project NC,
Inc.("VIP-NC")has filed responses in opposition to
the motions.(DE ## 19, 30.) Defendant-intervenors
filed a reply.(DE # 33.) This matter is therefore ripe
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Plaintiff: Benton G. Sawrey, LEAD ATTORNEY,
Narron, O'Hale and Whittington,PA,Smithfield,
I. BACKGROUND
NC; John C. Adams, Kaylan L. Phillips, LEAD
ATTORNEYS,Public Interest Legal Foundation,
VIP-NC is an organization which "has dedicated
Alexandria, VA.
significant time and resources to ensure that
voter I*21 rolls in the state of North Carolina, and in
For Wake County Board of Elections, Defendant:
Allison Pope Cooper, Claire Hunter Duff, Roger A. Wake County, are free from ineligible registrants,
non-citizens, individuals who are no longer residents
Askew,LEAD ATTORNEYS, Wake County
and individuals who are registered in more than one
Attorney's Office, Raleigh, NC; Scott Wood
location."(Compl.,DE # 1, If 3.) On 18 July 2016, it
Warren, LEAD ATTORNEY,Raleigh, NC.
filed this action alleging that WCBOE has violated
For Jennifer Morris, Edward Jones, Siobhan
Section 8 of the National Voter Registration Act 21
Millen, Intervenor Defendants: Allison Jean Riggs, 1993 ("1VVR4"), 52 U.S.C. § 20507, and seeks
LEAD ATTORNEY, Southern Coalition for Social declaratory and injunctive relief and attorney's fees.
Justice, Durham,NC.
On 10 August 2016, WCBOE filed its answer,(DE
Judges: W.Earl Britt, Senior United States District # 13), and motion to dismiss the complaint for failure
Judge.
to state a claim for relief pursuant to FederalRule of
Civil Procedure 12(b)(6). On 3 October 2016,
Opinion by: W. Earl Britt
defendant-intervenors, three individuals who are
actively engaged in voter registration and related
Opinion
work, filed a motion to intervene.(DE # 22.) On 1
December 2016, the court allowed that motion.(DE
# 26.) The following day, defendant-intervenors
ORDER
filed their motion to dismiss pursuant to Ruk
This matter is before the court on the motions to 12(b)(6).
VOTER INTEGRITY PROJECT NC,INC.,
Plaintiff, v. WAKE COUNTY BOARD OF
ELECTIONS,Defendant, and JENNIFER
MORRIS,EDWARD JONES,and SIOBHAN
MILLEN,Defendant-Intervenors.
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II. DISCUSSION
Both motions to dismiss are filed pursuant to Rule
12(b)(6).1
In a Rule 12(b)(6) context, the reviewing court
must determine whether the complaint alleges
sufficient facts "to raise a right to relief above
the speculative level" and "to state a claim to
relief that is plausible on its face." This directive
ordinarily limits a 1*31 court's review to the
"well-pled facts in the complaint[, which it must
view] in the light most favorable to the
plaintiff." While no absolute bar exists, a motion
to dismiss under Rule 12(b)(6) does not typically
resolve the applicability of defenses to a wellpled claim.
Goldfarb v. Mayor & City CouncilofBaltimore, 791
F.3d 500, 508 (4th Cir. 2015) (citations omitted)
(alteration in original). With this standard in mind,
the court will consider VIP-NC's NVRA claims.
The NVRA reflects the view of Congress that
the right to vote "is a fundamental right," that
government has a duty to "promote the exercise
ofthat right," and that discriminatory and unfair
registration laws can have a "damaging effect on
voter participation" and "disproportionately
harm voter participation by various groups,
including racial minorities." Congress enacted
the NVRA in order to "increase the number of
eligible citizens who register to vote" in federal
elections, "enhance[ ] the participation of
eligible citizens as voters," "protect the integrity
of the electoral process," and "ensure that
accurate and current voter registration rolls are
maintained."

Because WCBOE filed its answer with its motion to dismiss, its
motion technically is one for judgment on the pleadings under Ruk
12(c). See Burbach Broad. Co. ofDel. v. Elkins Radio Corp., 278F.3d
401, 405 (4th Cir. 2002). "However, the distinction is one without a
difference," as the court applies the same standard as Rule 12(b)(6)
motions. Id. at 406.
2 VIP-NC also claims WCBOE violated a provision of the Help

Project Vote/Votingfor Am., Inc. v. Long, 682 F.3d
331, 334(4th Cir. 2012)(citing 42 U.S.C. § 1973gg
(now codified at 52 U.S.C. § 20501))(alteration in
original). Section 8 ofthe Act, which is at issue here,
imposes [*4] various duties and obligations
regarding voter registration. The NVRA provides a
private right of action to "[a] person who is
aggrieved by a violation of[the NVRA]." 52 U.S.0
§ 20510(b)(1). The aggrieved party must first
provide "written notice of the violation to the chief
election official of the State involved," id., unless
"the violation occurred within 30 days before the
date of an election for Federal office," id.
20510(b)(3). "If the violation is not corrected within
90 days after receipt of a notice . . ., or within 20
days after receipt of the notice if the violation
occurred within 120 days before the date of an
election for Federal office," the aggrieved person
may file a suit. Id. .$ 20510(b)(2).
VIP-NC alleges WCBOE violated Section 8 of the
NVRA.In Count I, VIP-NC asserts that WCBOE has
failed to make a reasonable effort to conduct voter
list maintenance under ,$ 20507(a)(4).2
In Count II, it asserts that WCBOE has failed to
respond to VIP-NC's written requests for data and
failed to provide records in accordance with si
20507(i).
WCBOE initially argues that because the mandates
of the NVRA are directed to states, it, as a local
government unit, is not a proper party. WCBOE is
correct that the particular subsections at issue are
phrased in terms of state [*5] obligations. "[E]ach
State" is required, "[in the administration of voter
registration for elections for Federal office, . . . [to]
conduct a general program that makes a reasonable
America Vote Act ("HAVA"), 52 U.S.C. 21083(a)(2)(A), which
requires the appropriate state or local election official to perform
regular voter list maintenance.(Compl., DE # 1,If 30.)It recognizes
that the HAVA does not provide a private right ofaction but contends
that the provision is relevant to determining "whether the Defendant
has a'reasonable' program for voter list maintenance." (Resp. Oppin
WCBOE Mot. Dismiss,DE # 19, at 6 n.3.)
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effort to remove the names ofineligible voters from
the official lists of eligible voters by reason of—(A)
the death of the registrant; or (B) a change in the
residence of the registrant . . . ."). 52 U.S.C. §
20507(a)(4). "Each State" must also "maintain for at
least 2 years and shall make available for public
inspection . . . all records concerning the
implementation of programs and activities
conducted for the purpose of ensuring the accuracy
and currency of official lists of eligible voters. . . ."
Id.
20507(i)(1). However, the NVRA also
contemplates local government involvement in
carrying out the State's obligations. See 52 U.S.C. §
20501(a)(2) (finding "it is the duty of the Federal,
State, and local governments to promote the exercise
ofthat right" to vote),(b)(2)(recognizing one ofthe
purposes of the NVRA is "to make it possible for
Federal, State, and local governments to implement
this chapter in a manner that enhances the
participation of eligible citizens as voters in
elections for Federal office").
In North Carolina, the State Board of Elections
("SBOE")[*6] is charged with adopting a program
to comply with the NVRA's list maintenance
requirement. See N.C. Gen. Stat. § 163-82.14(a).
However, North Carolina law also designates local
county boards of elections as the entities directly
responsible for performing list maintenance in
accordance with that program. See id. § 16382.14(a) ("Each county board of elections shall
conduct systematic efforts to remove names from its
list of registered voters in accordance with this
section and with the program adopted by the State
Board."). Pertinent here, each county board of
elections is required to remove from its voter
registration records any person who is listed as
deceased on a monthly report from SBOE,id. sC' 16382.14(b); to "conduct a systematic program to
remove from its list of registered voters those who
have moved out of the county, and to update the
registration records of persons who have moved
within the county, id.§ 163-82.14(d); and to remove

31n the context of Harkless,Section

7 requires that any time a person
enters a DJFS office to receive food stamps, Medicaid assistance,

a person from its list who has moved after following
statutorily mandated procedures, id. Based on
WCBOE's explicit list maintenance obligations, the
court concludes that WCBOE is a proper party. $ee
Bellitto v. Snipes, No. 16-cv-61474-BLOOM/Valle,
2016 US. Dist. LEMS 148234, 2016 WL 6248602,
at *3-5(S.D. Fla. Oct. 26, 2016)(denying motion to
dismiss NVRA Section 8 claims against the
defendant local election official [*71 where the
plaintiffs had not sued the Secretary of State or the
State of Florida and recognizing that because the
local election official has obligations under the
NVRA based on state law, the plaintiffs may bring
an action against her for her alleged failure to meet
those obligations); Am. Civil Rights Union v.
Martinez-Rivera, 166F. Supp. 3d 779, 791-93(WD.
Tex. 2015) (rejecting the defendant county tax
assessor-collector's argument for dismissal ofNVRA
Section 8 claim because the plaintiff had not sued the
Texas Secretary of State).
The decision of Harkless v. Brunner, 545 F.3d 445
(6th Cir. 2008), on which WCBOE relies, does not
support a different result. There, the plaintiffs sued
Ohio's Secretary of State and the Director of Ohio's
Department ofJob and Family Services("DJFS")for
failure to comply with Section 7 ofthe NVRA.3
The Eighth Circuit considered "whether states
should be held responsible for implementing the
requirements of Section 7 of the NVRA." Harkless
545 F. 3d at 449. The Secretary of State argued she
should not be held responsible for any NVRA
violations. Specifically, she claimed her only duty
was to coordinate the state's responsibilities under
the Act, "[a]nd, because Ohio chose to implement its
requirements through the county departments and to
make local officials responsible, those local
officials, not the Secretary, are the proper parties to
this lawsuit." Id. at 451. The court [*8] concluded
that the state could not abdicate its responsibility
under the NVRA through delegation to local
officials and that the Secretary specifically was
welfare, or disability benefits assistance, that person should receive a
voter registration form for federal elections and assistance in filling
out the form." 545 F.3d at 450.
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responsible for implementation and enforcement of
Section 7. Id. at 452-53. Accordingly, the court held
the Secretary, as the designated chief election
official, was a proper party. Id. at 455.
The Harkless court went on to consider whether the
Director ofDJFS,a state agency,could also be liable
under the NVRA. A portion of its analysis bears
repeating:
Because Ohio law authorizes the statewide
DJFS (and thus the Director) to ensure
compliance with Section 7 of the NVRA, the
Director relies on the following curious
proposition: because local authorities have the
independent responsibility to comply with the
NVRA, the Director should not be held
accountable. True, the Ohio General Assembly
has tasked the county offices with implementing
the NVRA; but, as previously explained, the
General Assembly also tasked the Director with
the power to enforce any county transgressions
of federal law. This is not an either-or
proposition. The fact that some states, like Ohio,
delegate the administration of public assistance
programs to counties or municipalities should
not mean that those states are free of[*91 all
statutory obligations.
Id. at 457(citations omitted)(emphasis added). The
court held that the Director was also a proper party
based on her responsibilities for meeting the
requirements of the NVRA distinct from the
Secretary of State's responsibilities. See id. at 45657 458. Contrary to WCBOE's suggestion, the court
did not hold that the state (or a state official) is the
(only) proper party in a NVRA action.
WCBOE next appears to argue that VIP-NC's letter
to WCBOE dated 2 June 2016 did not comply with
the notice provision of sS' 20510(b) before filing suit
By that letter, VIP-NC notified WCBOE that

4 When

notice of the violation is required, the NVRA obligates the
aggrieved party to provide the notice to the state chiefelection official.
See 52 U.S.C. $ 20510(b)(1), Q.In North Carolina, the Executive
Director of SBOE is designated as the chief election official for

WCBOE was apparently in violation ofSection 8 of
the NVRA by failing to conduct a reasonable effort
to remove ineligible voters from its rolls and
identified the basis for this belief: the "county has
significantly more voters on the registration rolls
than it has eligible living citizen voters." (Compl.,
Ex. A.) VIP-NC also requested that WCBOE make
available for public inspection records under §
20507(i). The letter states, among other things, that
it serves as the statutory notice required by §
20510(b) and that if the county did not fully comply
with Section 8, VIP-NC may file suit under the
NVRA within 20 days after receipt. (k_)1. The
Executive Director of SBOE was [*1.0] copied on
the letter.4
In National Council of La Raza v. Cegavske, 800
E3d 1032, 1035 (9th Cir. 2015), the court
summarized the notice requirements of 20510(b)
as follows.
Whether the aggrieved person is required to give
notice and how long the person must wait to file
suit after giving notice depends on the timing of
the next federal election. When the violation
upon which a suit is based occurs a substantial
time before the next federal election, the
aggrieved person must notify the state of the
alleged violation and must then wait 90 days
before filing suit.[52 U.S.C.]§20510(b)(1)-(2).
However, "if the violation occurred within 120
days" of a federal election, the aggrieved person
must wait only 20 days after notifying the state
before bringing suit. Id. § 20510(b)(2). "If the
violation occurred within 30 days" of a federal
election, the aggrieved person does not need to
give any notice before bringing suit. Id.
20510(b)(3).
Furthermore,
A plaintiff can satisfy the NVRA's notice

purposes ofthe NVRA.N.C. Gen.Stat. $ 163-82.2. Therefore,having
provided the Executive Director with a copy ofthe 2 June 2016 letter,
VIP-NC satisfied its obligation to provide written notice of the
violation to the chiefelection official.
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provision by plausibly alleging that a ongoing,
systematic violation is occurring at the time the
notice is sent or, if no notice is sent, when the
complaint is filed within 30 days of a federal
election. Neither the notice nor the complaint
needs to specify that the violation has been
actually observed, and that there is thus a
"discrete [*111 violation," during the 120—day
or 30—day period. It is enough that the notice
letter and the complaint plausibly allege the
existence of an ongoing violation within the
appropriate time period, whether or not it was
"discrete" during the period.
Id. at 1044(citations omitted).
Here, WCBOE emphasizes that "plaintiffs lawsuit
was initiated forty-six (46)days after the date ofthe
letter" and "the letter was dated five (5) days before
the June 7, 2016 North Carolina Congressional
Primary."(Mem.,DE # 15, at 9(footnote omitted))
WCBOE then argues that "the 'violation' plaintiff
alleges, even if. . . taken as true, occurred in 2014."
(Id. at 10.)While not explicitly saying so, WCBOE's
contention appears to be that because the alleged
violation occurred more than 120 days before a
federal election, VIP-NC was required to wait 90
days after WCBOE's receipt of the notice letter to
file suit. VIP-NC has, however, alleged an ongoing
violation of Section 8 in that WCBOE is continuing
to violate the NVRA's list maintenance
requirements. ($ee Compl., DE # 1, 1111 14, 15.)
Because VIP-NC alleges an ongoing violation at the
time ofthe notice letter,its filing ofsuit 46 days after
the 2 June 2016 letter complied with the [*121 notice
requirement of 20510(b)(2). See Cegavske, 800
F.3d at 1044.

program that makes a reasonable effort at voter list
maintenance.5
In support ofthis claim, VIP-NC alleges that "voter
rolls maintained by [WCBOE] contain or have
contained more registrants than eligible voting-age
citizens."(Id. 119.)Further, it cites to 2014 data from
the U.S. Election Assistance Commission and the
U.S. Census Bureau.(Id. ¶¶ 10, 11.) Using that data,
it alleges "the registration rate in Wake County has
been 104.75 percent during the conduct of a federal
election." (Id. ¶ 12.)It also cites to more recent data,
as of2 July 2016, from SBOE,(id. If 13), and based
on that data along with the 2014 census bureau data,
alleges "the registration rate in Wake County
remains in excess of 104 percent of eligible citizens
residing in Wake County," (LI. If 14). Also, as an
example of WCBOE's "failure to reasonably
maintain the voter rolls," VIP-NC alleges WCBOE
"undertakes absolutely no effort whatsoever to use
data available from the Wake County Clerk of
Superior Court obtained from jury excusal
communication"[*13] to identify "residents who
self-identify as non-citizens or non-residents" or to
identify "potentially obsolete mailing addresses of
registrants." (Id. IR 19.)

WCBOE characterizes VIP-NC's reliance on 2014
census bureau data ofeligible voters(which is based
on an average from 2010 to 2014) as a "threadbare
basis" to support its allegation that the number of
registered voters in Wake County remains in excess
of 104 percent of eligible voters.(Mem.,DE # 15, at
10.) Somewhat relatedly, defendant-intervenors
argue VIP-NC's conclusion based on the cited data
is "oversimplified" because it disregards the
NVRA's requirement that, absent his/her written
request, a registered voter cannot be removed from
Finally, both WCBOE and defendant-intervenors the official list of eligible voters on the ground of a
contend that VIP-NC's allegations are insufficient to changed residence without written notice and only
show a violation of the obligation to conduct a after two federal general elections after the notice.

5Defendant-intervenors move only to dismiss Count I. Although
WCBOE generally contends that VIP-NC's factual allegations fail to
support a cause of action under the NVRA,(Mem., DE # 15, at 3),
WCBOE make no specific arguments to support dismissal ofCount II
other than continuing its argument that VIP-NC has sued the wrong

party,(id. at 8-9). For the reasons set forth above,the court disagrees
and concludes WCBOE,to the extent it maintains records concerning
implementation ofits list maintenance activities(which incidentally it
does not deny that it does),is required to make such records available
for public inspection.
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(Mem., DE # 28, at 8.) See also 52 U.S.C. §
20507(d)(1). "Thus, [according to defendantintervenors,] it is entirely plausible that the number
of registrants would exceed the eligible voting age
population in a jurisdiction with high voter
participation and a relatively transient population."
(Mem.,DE # 28, at 9(emphasis in original).)

in and of itself that WCBOE has failed to make a
reasonable effort at voter list maintenance.
However, it, along with other evidence, may be
relevant to determine the reasonableness of
WCBOE's efforts at voter list maintenance. As such,
the court will consider the allegation along with VIPNC's other allegations to determine whether it has
stated a claim under the NVRA.

The court notes that I*141 there is nothing inherently
wrong with VIP-NC's reliance on census data to Defendant-intervenors argue that Section 8's "safe
support its claim. See Martinez-Rivera, 166F. Supp. harbor" provision defeats VIP-NC's claim under
3d at 791 (recognizing "that United States census 20507(a)(4). Under the "safe harbor" provisial,
data is reliable"); id. at 805 (report and
A State may meet the requirement ofsubsection
recommendation) (taking into consideration
(a)(4) by establishing a program under which—
registration rate based on census data to determine
(A)
change-of-address information supplied by
whether the plaintiff stated a claim for failure to
the Postal Service through its licensees is used
make a reasonable effort to conduct voter list
to identify registrants whose addresses may
maintenance under Section 8 of the NVRA). While
have changed; and
reliance on older data might arguably weaken an
(B)
if it appears from information provided by
inference of wrongdoing, VIP-NC used the most
the Postal Service that—
recent census data available at the time of the filing
of
its
complaint.
See
(i) a registrant [*16] has moved to a
htli.s:/lwww.census.gov/rdo/datct/voting age_popul
different residence address in the same
ation by citizenship and race cvap.html
(last
registrar's jurisdiction in which the
visited 2/16/17)(2011-2015 data published 2/1/17).
registrant is currently registered, the
And, while defendant-intervenors have advanced a
registrar changes the registration records to
potentially reasonable explanation for the high
show the new address and sends the
registration rate, that being the two-election cycle
registrant a notice of the change by
waiting period to remove a registrant from the
forwardable mail and a postage prepaid preofficial voter list, the validity of that explanation is
addressed return form by which the
not appropriate for determination at this early stage
registrant may verify or correct the address
of the litigation, where the court views the factual
information; or
allegations and inferences drawn therefrom in favor
of VIP-NC.
(ii) the registrant has moved to a different
residence address not in the same registrar's
Both WCBOE and defendant-intervenors take issue
jurisdiction, the registrar uses the notice
with VIP-NC's supporting its claim with the
procedure described in subsection (d)(2) to
allegation that WCBOE has failed to use data from
confirm the change of address.
jury excusal [*151 communication. The parties all
appear to agree that the NVRA does not mandate
that election officials use a particular tool to conduct
a voter list maintenance program, rather the Act
provides election officials with discretion in how to
conduct that program. Thus, the fact that WCBOE
does not use a "readily available tool,"(Compl.,DE
# 1,¶ 19),to remove ineligible voters does not mean

52 U.S.C. § 20507(c)(1). Defendant-intervenors
direct the court to a voter registration guideline
SBOE has adopted which implements a program
whereby the SBOE compares quarterly the statewide
voter registration database against the Postal
Service's National Change of Address Program and
makes available to the county boards of election a
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report showing voters with changes of address. /s/ W.Earl Britt
(Mem.,DE # 28, at 7(citing 23:20 N.C. Reg. 201920 (Apr. 15, 2009)).) In accordance with the W.Earl Britt
guideline, the county boards of election are required Senior U.S. District Judge
to check the report and follow certain procedures for
any registered voter who is likely to have moved.
End of Document
23:20 [*17] N.C. Reg. 2019-20(Apr. 15, 2009).
Given the stage of this proceeding, the court has no
information about WCBOE's compliance with those
procedures. Whether WCBOE's compliance is
sufficient to satisfy the "safe harbor" provision is
best resolved after further development of the
record. See Bellitto, 2016 U.S. Dist. LEXIS 148234,
2016 WL 6248602, at *8(concluding that whether a
letter attached to the amended complaint from the
defendant local election official "establishes
Defendant's full compliance with subsection (c)(1)
and defeats Plaintiffs claims is a fact-based
argument more properly addressed at a later stage of
the proceedings"). Therefore, at this time, the court
is unwilling to find that the "safe harbor" provision
applies to bar VIP-NC's claim.
Considering VIP-NC's allegation that the number of
registered voters in Wake County has exceeded, and
continues to exceed, the number of eligible voters,
which allegation is in turn supported by reliable data
and WBOE's failure to use available jury excuse
information, a reasonable inference can be drawn
that WCBOE is not making a reasonable effort to
conduct a voter list maintenance program in
accordance with the NVRA. See Martinez-Riverct,
166 F. Stipp. 3d at 793-94(holding that allegations
of voter rolls containing more registered voters than
citizens I*181 eligible to vote—a 105% registration
rate—gave rise to a strong inference of a violation of
the NVRA and stated a plausible claim for relief).
Accordingly, the court finds VIP-NC has stated a
claim for violation of 52 U.S.C. .sC 20507.
M.CONCLUSION
For the foregoing reasons,the motions to dismiss are
DENIED.
This 21 February 2017.

Bates in the News: Nov. n,2016
By Jay.Butos. Published on November 11, 2016
Voter Suppress!on

President Spencer says a flier posted on campus was
"absolutely directed at suppressing the vote" —
Washington Post
A dastardly attempt to discourage Bates students from voting caught the
attention of local and national media.
"Somebody doesn't want Bates College students to vote Tuesday,"
reported the Lewiston Sun journal on Nov. 6.
Orange fliers posted in Commons and residences on Sunday by an
unknown person implied that voting in Maine meant that a student must
get a Maine driver's license and, if they owned a car, register it, which could
cost "hundreds of dollars."
Wrong,wrong, wrong.

Orange fliers with false voting information posted on campus on Nov. 6 were a deliberate
attempt to discourage students from voting, said President Spencer.(Photograph by Sarah
Frankie Sigman '18)

In a statement issued Monday morning, President Spencer took to the bully
pulpit, reaffirming Bates students' legal right to vote and to same-day
registration and denouncing the fliers as "clearly a deliberate attempt at
voter suppression." She added:
We are proud of our students' interest and participation in the
electoral process, and I am deeply disturbed that anyone would seek to
deter their exercise of the most basic form of citizenship.... Any
unofficial communications that suggest otherwise are contrary to the
ideals of American democracy.

President Spencer leads off this story by WCSH-TV in Portland by saying that
the orange fliers seemed "absolutely directed atsuppressing the vote."
Flier causing corttroversy before Election Ei•Y

Sarah Frankie Sig man '19 of Port Washington, N.Y., told the Washington
Post that "rage" was her reaction when she read the flier, labeled as a
"Legal Advisory," on Sunday in Commons.
"This is obviously meant to scare Bates students from voting, which is not
right," said Sigman, who spoke to her upbringing and how "the need to
vote has been instilled in me since birth."
On Election Day,the newspapers of MaineToday Media editorialized that
"the principle of one person, one vote is something to celebrate" yet it has
been "under attack" in Maine and in the nation.
Maine law is clear that a U.S. citizen of voting age can vote in Maine and
register as late as Election Day by establishing "voting residence," which
can, in the case of a student, be a college dorm.

Student voters

Tatesies really showed up'on Election Day — Lewiston
Sun Journal
In a noontime story on Election Day,the Lewiston Sun Journal noted that
"Bates College students aren't backing down at the polls."
The Nov.8 stoiy looked at how students
were reacting to a weekend incident in
which "mystery fliers" posted around
campus "appeared to be an effort keep
students from voting."
Despite the attempt at voter
suppression,"Batesies really showed
up," said Hannah Prince '18 of Ardsley,
N.Y.
The Sun Journal reported that campus
sidewalks were "chalked with many
messages urging everyone to vote and
pointing the way to the polls" and that
"posters and banners hung on walls" in
Commons."And many students were

Hannah Wilson '17 ofBrooklyn, N.Y.,
casts her ballot at the Lewiston Armory
on Central Avenue, two blocks from

involved in trying to rouse their
classmates to go vote."

campus.(Phyllis Graber Jensen/Bates
College)

Katherine Cook '18 of South Burlington, Vt., said that people need to
realize "this election isn't just about you, it's about everyone else."

Joseph Hall and history students

America's founding greatness'was also an incomplete
idealism' — Portland Press Herald
In an op-ed published the day after the election, Associate Professor of
History Joseph Hall and four students wrote that America's greatness
under a new president will require teamwork to make the country's
founding ideals "more real." They continued:
Working together can be difficult. Recent efforts of voter suppression
at Bates College make clear that some wish to silence others. More
troublingly, many millions remain outside of the political process,
marginalized by their lack of money,their lack of education and simply
who they are.
Hall's coauthors were Ben Aicher'18 of Falmouth, Maine, Max Milavetz'20
of Salt Lake City, Andrew Segal '17 of Glencoe, Ili., and Francesca Steiner
'19 of Salt Lake City, all members of his course "The Age of the American
Revolution, 1763-1789."

Op-ed writers Ben /licher'18 of Falmouth, Maine, Max Milavetz'20 ofSalt Lake City,
Francesca Steiner'19 ofSalt Lake City, Associate Professor of Histoly Joe Hall, and Andrew
Segal'17 ofGlencoe, //i., pose on Alumni Walk on Nov. 11.(Josh Kuckens/Bates College)

Ashley Murray Muspratt'02

Turning human waste into biofuel — BBC World News
The BBC World News show Horizons covered a Rwandan-based company
founded by Ashley Murray Muspratt'02 that turns solid human waste into
biofuei for industrial kilns and boilers in the cement and textile industry.
The sanitized and odorless fuel has 20 percent more energy and 10 percent
less moisture than other biomass fuels. "Africa needs power," says Horizons
host Adam Shaw,and access to power is seen as a key factor in the
continent's economic development.
"Our mission is to radically
reduce the cost of waste
treatment for developing cities
by producing valuable fuel from
human waste," Muspratt tells
reporter Fiona Mbabazi."In the
U.S., we treat waste as a disposal

problem rather than a resource.
We have a huge market
opportunity across the African
continent and beyond."
A biology major at Bates,
Musprattfounded Waste
Enterprisers and its Rwanda
operation, Pivot, in 2010. She
has a Ph.D.from Berkeley's
Energy and Resources Group
and was a postdoctoral fellow at
the International Water
Management Institute in Ghana.
Ashley Muspratt '02 founded Waste Enterprisers
and its Rwanda operation, Pivot, in 2010.

Phantom Punch

Exhibition of Saudi artwork highlights a fast-evolving
art scene — Portland Press Herald
The landmark Museum of Art exhibition Phantom Punch "sizzles and
sparkles in the academically open-minded and intersectional museum
space," writes Portland Press Herald art critic Dan Kany,"but underlying it is
an anxiety about how to create a functional contemporary art culture for
Saudis."
In a country without a "robust community of art venues," Saudi artists are
creating an art culture through social media.
"And because 60 percent of Saudis are now 30 years or younger,these
artists are trying to build a new cultural path forward for an ever younger
and more technologically savvy society."

From "Elementary 240," 12 photographic prints and a video by Njotid Alanbari.(Courtesy of
the artist)

Margaret Creighton

Echoes of an exposition, and an assassination — New
York Times
For three days in Buffalo, New York Times reporter Eve Kahn followed a
group of scholars assembled by Professor of History Margaret Creighton as
they went about "excavating artifacts and scouring archives" related to the
Pan-American Exposition of 1901 and the assassination of William
McKinley,
Those events are covered in Creighton's new
book, The Electrifying Fall of Rainbow City:
Spectacle and Assassination at the 1901
World's Fair.
The exhibition, Kahn writes, was"meant to
celebrate America's ingenuity and dominance
over the Western Hemisphere — you know,
when America was 'great again."

Creighton explained the fair's "amusements
and philosophical framework, not the least of
which were its undeniably racist overtones.
The displays, she told me, were 'all about
supremacy."

Sptclotlq oeoi
Ote

1901 Woehr. rkd,

MARGARET CREIG HTON
Margaret Creighton is the
author ofThe Electrifying Fall
of Rainbow City.

IT IS TIME TO START ENFORCING THE NATIONAL VOTER
REGISTRATION ACT OF 1993
Testimony before the Presidential Advisory Commission on Election Integrity
September 12,2017
Robert D.Popper
Director, Election Integrity Project
Judicial Watch,Inc.
Background and Experience
My name is Robert D.Popper. I am a Senior Attorney and the Director ofthe Election
Integrity Project at Judicial Watch, Inc. Judicial Watch is a Washington, D.C.-based public
interest nonprofit dedicated to promoting transparency, accountability, and integrity in
government, politics, and the law.
I was admitted to the Bar in New York in 1990, and I have been practicing as a litigator
for 27 years. I have special knowledge and expertise in the area of voting law. In 1995, as a solo
practitioner, I represented plaintiffs in a successful constitutional challenge alleging racial
segregation in the design of New York's 12th Congressional District.'
In 2005,Ijoined the Voting Section ofthe Civil Rights Division ofthe U.S. Department
of Justice, where I worked for eight years. In my time there, I managed voting rights
investigations, litigations, consent decrees, and settlements in dozens of states. I spoke about
voting rights issues at professional conferences and to state and local officials. In 2008,I was
promoted to Deputy Chief ofthe Voting Section.
In 2013,Ijoined Judicial Watch as Director ofthe Election Integrity Project. In my time
here, I have litigated voting rights cases in several states and have filed numerous friend-of-thecourt briefs before the U.S. Supreme Court and various courts of appeal. I have testified before
state legislatures on voting reform measures. In the course of my career, I have published
popular pieces and scholarly articles on the subject of voting law.2

Diaz v. Silver, 978 F. Supp. 96(E.D.N.Y. 1997)(three-judge court), aff'd mem., 521 U.S.
801 (1997).
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See The Voter Suppression Myth Takes Another Hit, WALL ST. J., December 28,2014;
Florida Gets Another Chance to Appealfor the Right to Clean Voter Rolls, They Should Take It,
THE DAILY CALLER,December 11, 2014; PoliticalFraud About Voter Fraud, WALL ST. J., April
27,2014;Little-NoticedProvision Would Dramatically ExpandDal's Authority at the Polls,
THE DAILY CALLER, March 28,2014; and, with Professor Daniel D.Polsby, Guinier's Theory of
PoliticalMarket Failure, 77 Soc. Sci. Q. 14(1996);Racial Lines, NAT.REV. 53, February 20,
1995; Ugly: An Inquiry into the Problem ofRacial Gerrymandering Under the Voting Rights
Act,92 MICH. L. REV.652(1993); The Third Criterion: Compactness as a Procedural Safeguard
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I am particularly familiar with the National Voter Registration Act of 1993(NVRA),the
subject of my testimony. From 2005 to 2008, I had primary responsibility at the Department of
Justice for enforcing that statute. In 2008,I received a Special Commendation Award for my
efforts in enforcing Section 7 ofthe NVRA, which requires state offices providing public
assistance to offer those receiving it the opportunity to register to vote. During that same period,
I also litigated several cases for the Department to enforce the voter roll list maintenance
provisions of Section 8 ofthe Act, and I obtained consent decrees with the states of Maine,
Indiana, and New Jersey, and a settlement agreement with the City ofPhiladelphia, in which they
agreed to abide by Section 8's provisions.3 As I will explain,these were the last cases the
Department ever brought to enforce the voter list maintenance provisions ofthe NVRA.
Judicial Watch has been actively involved as a private litigant in enforcing Section 8 of
the NVRA,suing Ohio and Indiana in 2012 for their failure to comply.' After I moved to
Judicial Watch in 2013, we concluded a settlement agreement resolving litigation against the
State of Ohio' and voluntarily dismissed our lawsuit against Indiana after the State restructured
its election administration and undertook remedial measures. This year, based on our analysis of
available census and voter registration data, Judicial Watch sent letters to twelve states, and to
113 counties in those states, providing them statutory notice that they were failing to comply
with their list maintenance obligations under Section 8 ofthe NVRA.6 The letters warned those
jurisdictions that they would be subject to a private lawsuit if they did not undertake the list
maintenance required by the statute.
Judicial Watch expects that it will bring such lawsuits against noncomplying
jurisdictions. Further, in July ofthis year, Judicial Watch commenced a lawsuit against the State
of Maryland for refusing to grant it access to election-related documents that the State was
required by the NVRA to keep and to make publicly available.'

AgainstPartisan Gerrymandering,9 YALE L.&
Y REV. 301(1991); Gerrymandering:
Harms and a New Solution, Heartland Institute Monograph (1990).
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For summaries ofthe relevant cases,see https://www.justice.gov/crt/cases-raising-claimsunder-national-voter-registration-act#philadelphia.
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Judicial Watch,Inc. v. King, 993 F. Supp. 2d 919(S.D. Ind. 2012);Judicial Watch v.
Husted, Civil Action No. 12-792(S.D. Ohio 2012).
5
This agreement is available at http://www.judicialwatch.org/document-archive/01-14ohio-voter-rolls-settlement/.
6
See http://www.judicialwatch.org/press-room/press-releases/judicial-watch-warns-11states-clean-voter-registration-lists-face-federal-lawsuiti; http://www.judicialwatch.org/pressroom/press-releases/judicial-watch-warns-california-clean-voter-registration-lists-face-federallawsuit/.
7
Judicial Watch v. Lamone,No. 1:17-cv-02006(D. Md. 2017); see
http://www.judicialwatch.org/press-room/press-releases/judicial-watch-sues-voter-registrationdata-national-voter-registration-act/.
2

Americans Do Not Trust the Intezrity ofOur ElectoralSystem
The American people have come to believe that there are serious problems with our
electoral system. One study from last year showed that Americans have little faith in the
integrity oftheir elections and postulated that this partly explains low voter turnout.8 A
Rasmussen poll from 2016 reported that only 41% ofthose polled believe "American elections
are fair to voters."9 A Washington Post-ABC News poll from 2016 found that 46% of those
polled believed that voter fraud happens either "somewhat' or "very" often.'
Particularly revealing is a Gallup poll that compares American attitudes with those of
other countries. In a poll taken in 2016 — before the parties' national conventions that summer —
Americans were asked if they had confidence in the "honesty of elections." A "record-low 30%"
said that they did, while an astonishing 69% said that they did not." This trend has become
significantly worse in recent years, and the United States is now a significant outlier among the
nations polled. Gallup reports that "[g]lobally, the U.S. ranks 90th out of 112 countries that
Gallup has asked this question in so far this year," and among countries that are true electoral
democracies,"only Mexico(19%)ranks lower than the U.S."'
Unfortunately, poor list maintenance practices lend credence to the public perception that
our nation's electoral system is not functioning properly.
The Voter List Maintenance Goals ofthe NVRA Are Not Being,Met
As the NVRA itself makes clear in its "Findings and Purposes," it was enacted in order to
achieve two different goals. It was intended, first, to "increase the number of eligible citizens
who register to vote," enhancing their "participation. . . in elections for Federal office"; and,
second, to "protect the integrity of the electoral process," ensuring "that accurate and current
voter rolls are maintained."'
The first goal ofincreasing eligible registrants was intended to be met by increasing the
number of state offices where citizens are offered the opportunity to register to vote. The most
significant NVRA provision supporting this goal is the requirement that every application for a
state driver's license must serve as well as a voter registration application, unless an applicant

See, e.g., Pippa Norris, Holly Ann Garnett and Max Gromping, Why Don't More
Americans Vote? Maybe Because They Don't Trust US. Elections, Wash. Post, December 26,
2016.
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does not wish to register or is already registered.14 It is this provision that has afforded the
NVRA its popular designation as the "Motor Voter" law. There is good evidence that the first
goal ofthe NVRA has been largely realized. For example,in the twenty-year period starting in
1992, a year before the NVRA was enacted, through 2012,the registration rate increased
nationally by more than 11%.15
The second goal of protecting electoral integrity by ensuring accurate and current voter
rolls was supposed to be achieved by the NVRA's requirement that states "conduct a general
program that makes a reasonable effort to remove the names of ineligible voters" from the rolls if
they have died or moved elsewhere.16
This second goal has not been met. Five years ago, this fact was brought forcefully to
national attention by a study noting that"24 million — one of every eight — voter registrations in
the United States are no longer valid or are significantly inaccurate"; that"1.8 million deceased
individuals are listed as voters," and that "2.75 million people have registrations in more than
one state."17
Based on Judicial Watch's research this year, there is every reason to believe that these
problems have gotten worse. This past July, the Election Assistance Commission publicly
released the responses provided to its most recent election administration survey. By law, the
Commission is required to submit a report to Congress every two years "assessing the impact" of
the NVRA "on the administration of elections for Federal office during the preceding 2-year
period."18 States are required to provide the information requested by the Commission.19
Judicial Watch hired a political scientist and demographer to compare the registration
information contained in the Commission's report with the latest census data." We also
contacted particular counties directly to obtain or confirm certain data.
Our study indicates a pervasive failure by state and county officials to fulfill the voter list
maintenance obligations imposed by the NVRA. To begin with, the EAC's survey includes a
question about the number of NVRA address confirmation notices sent during a two-year
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reporting period.' Jurisdictions are required to send these notices to those who are believed to
have moved prior to placing them in an inactive status for a statutory waiting period oftwo
general federal elections.22 A failure to send such notices shows that a jurisdiction is not
endeavoring to determine who may have moved elsewhere.
There are over 2,800 counties in states covered by the NVRA. Ofthese, 415, or about
15% of all covered counties, did not report sending any confirmation notices during the two-year
period from 2014 to 2016. This fact suggests a widespread failure to comply with the NVRA.
Moreover, ofthe counties that did report sending confirmation notices, another 581, or about
20% ofthe total, reported sending notices during the last two-year period to fewer than 5% of
their registered voters. Given that the Census Bureau reports that about 11% of Americans move
every year,' these low rates also suggest that these counties are not diligently conducting voter
list maintenance.
Counties' overall registration rates also reveal compliance issues. Our study showed that,
in 462 U.S. counties, the number of voter registrations exceeded the number of citizens over the
age of 18 who resided in those counties. In other words, those counties' registration rates
exceeded 100% ofthe population eligible to register.24 Federal courts have repeatedly held that
such an imbalance between registrations and age-eligible citizens is grounds for believing that a
jurisdiction is not living up to its list maintenance obligations.25 These 462 counties, moreover,
constitute about 17% of all U.S. counties covered by the NVRA where we have enough data to
make these calculations.
These facts show widespread noncompliance with the NVRA. The problem, moreover,
is worse than it was even a few years ago. When Judicial Watch conducted a similar registration
analysis in 2015, we found that 312 counties covered by the NVRA had more registered voters
than voting-age citizen population, which was about 11% of all counties where we had the data
necessary to make this comparison.
State and county officials confronted with improbably high registration rates often try to
talk past the data in predictable ways. For example, such officials tell us that registration rates
are high precisely because the NVRA requires officials to wait for two general elections before
removing the registrations ofthose who have not responded to confirmation notices. By this
reasoning a high registration rate shows, not a lack of compliance with the NVRA,but a diligent
effort to send out confirmation notices and to move registrations to the inactive list.
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In my experience, such claims are almost always belied by the facts. It is often the case
that a county with a high registration rate also sent relatively few confirmation notices during the
reporting period. Such facts contradict any claim that high registration rates are due to voters
being moved to the inactive list. And while it is conceivable that a"bump" in total registrations
will occur after a sudden, significant effort to remove invalid registrations, this effect should be
temporary and should decline over time. An examination ofthe age ofinactive registrations is
enough to settle this kind of dispute. In one investigation, we found thousands of registrations
that had been inactive for more than a decade. These cannot be explained by ordinary list
maintenance procedures or by the need to wait for two elections before cancelling a registration.
States with high registration rates also implausibly contend that inactive registrations
should not be considered at all in determining registration rates. By subtracting these out, these
states hope to show lower and more reasonable-looking registration rates. The reasons for
conducting this special arithmetical operation are rarely elaborated in any detail, but we have
heard the argument that such inactive registrations are irrelevant because they are awaiting
cancellation, or because the registrants are probably living elsewhere. Note at the outset that the
factual premises of these assertions are wrong. Registrations may be moved to the inactive list
for any number of reasons under various state laws, and notjust because the registrant failed to
return a confirmation notice. Further, as we have discovered, registrations often sit on state
inactive lists for many years beyond the NVRA's statutory waiting period without being
cancelled.
But there is a far more basic problem with the argument that inactive registrations ought
not to count. The NVRA plainly provides that inactive registrations may still be voted.' This
voting can take place as late as Election Day, at which point "affirmation or confirmation ofthe
registrant's address may be required."27 But the voter need not vote by provisional ballot or
endure any other impediment to voting.'
The simple fact is that as long as a registration may be voted on the next Election Day, it
should be treated as part of a state's voter registration list. That is why, when I worked in the
Voting Section ofthe Department of Justice, we invariably considered inactive registrations
when analyzing the NVRA programs of covered states and counties. For the same reason, when
we concluded an NVRA settlement decree or agreement we insisted on receiving information
and reports about inactive registrations.29
26
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As a final point, it is worth remembering that every U.S. county covered by the NVRA
must abide by the same rules, and must respect and accommodate the same statutory waiting
period. Yet 83% ofthese counties had registration rates — including active and inactive voters —
that were less than 100%. As federal courts have acknowledged, the fact that a county has a
registration rate exceeding 100% is strong circumstantial evidence that that county is not
conducting a reasonable program of voter list maintenance.
The Department ofJustice Has Failed to Enforce the NVRA's List Maintenance Provisions
and Has Impaired States'Efforts to Maintain Their Voter Rolls
From 2005 to 2007, Section 8 list maintenance claims were included in federal
complaints filed by the Department of Justice against Missouri, Maine, New Jersey, Indiana, and
the City ofPhiladelphia. The Department ultimately obtained court-ordered consent decrees
with Maine, New Jersey, and Indiana, and concluded a settlement agreement with the City of
Philadelphia.' I managed each ofthose litigations for the Department. The last ofthe NVRArelated consent decrees expired in 2009.
I was present at a meeting in November 2009 in which the Deputy Assistant Attorney
General in charge of the Voting Section told the staff that Section 8 cases were not a priority.'
From that time until the present, the Department of Justice has not filed a single complaint
involving a claim under the voter list maintenance provisions of Section 8 ofthe NVRA. To my
knowledge, the Department has not sent any state or county a notice letter indicating that it
intended to sue to enforce those provisions. I know, moreover, that there were many states that
the Department could have targeted for enforcement action during the intervening years.
The Department during the last administration appears to have completely abandoned all
efforts to enforce the list maintenance provisions of Section 8 of the NVRA. Even worse, the
Department engaged in litigation specifically intended to limit the ability of states to remove
ineligible registrations from the rolls. I will cite a few examples.
In 2012,Florida sought to conduct a list maintenance program designed to remove
noncitizens from its voter rolls. The Department of Justice and, in a separate action, a group of
left-leaning advocacy organizations sued to enjoin Florida's program. The NVRA requires that
any program to cancel the registrations ofthose who have moved must stop during the 90 days
right before an election.' Both the Department and the private litigants argued that this
provision prevented Florida from attempting to remove noncitizens from the voter rolls during
that 90-day period. The argument is extraordinary, considering that noncitizens were never
30
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eligible to register or vote, and, consequently, that they only could be listed on the voter rolls
because of an error, or by means of a fraudulent registration.
Each ofthe district courts that heard this argument rejected it.33 But the private plaintiffs
appealed, and,in a surprise 2-1 ruling, an 11th Circuit panel accepted their argument and
reversed the lower court's decision.34 Just as surprising, the administration of Governor Rick
Scott refused to appeal that ruling to the Supreme Court. As a result, it is now the law in the
11th Circuit that noncitizens may not be systematically removed from the voter rolls in the 90
days before an election. My point is not merely that the result is wrong, even outrageous, but
that the U.S. Department of Justice actively sought this result.
In two other cases, the Department provided amicus support to private plaintiffs seeking
to restrict states' ability to monitor and remove ineligible registrations. The NVRA specifies that
voters may not be removed merely for failing to vote.35 The electoral laws of Georgia and Ohio
provide that address confirmation notices must be sent to voters who have had no voting-related
activity for a certain period oftime — three years under Georgia law and two years in Ohio. If
the registrants to whom those notices are sent respond, they are designated as active voters. If
they fail to respond, they are put in an inactive status and, if they do not contact the state or
appear to vote during the NVRA's statutory waiting period oftwo general federal elections, they
are removed from the rolls.
Private plaintiffs in each state sued to enjoin those state laws, arguing that they were,in
effect, removing voters merely for failing to vote, which is proscribed by the NVRA. The
obvious rejoinder to this argument is that no one is being removed for failing to vote.
Registrants are merely being sent address confirmation letters. What happens after that depends
on how they respond.
Both district courts dismissed these lawsuits. The Georgia decision is on appeal to the
11th Circuit.36 The Ohio decision was reversed by a divided panel ofthe 6th Circuit, and
currently is on appeal to the Supreme Court, which granted the appellants' petition for a writ of
certiorari.37 I believe that the plaintiffs' claims are clearly meritless. But again, my main point is
that the U.S. Department of Justice filed briefs supporting the plaintiffs in their efforts to restrict
the power of states to remove ineligible registrants from the voter rolls.
More recently, in August ofthis year, the Department filed an amicus brief in the
Supreme Court in the Ohio case reversing its prior position and supporting the State's
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interpretation ofthe NVRA. I commend the Department for this decision. The position it takes
in this brief is clearly supported by the plain text ofthe NVRA and by existing law.
Beyond the issues raised in this one case, however, I trust that this action signals that the
Department is abandoning the approach adopted during the prior administration, which not only
failed to enforce the list maintenance provisions of the NVRA,but sued states that were trying to
comply with the statute. I also urge the Department to investigate states' and counties' voter list
maintenance programs, and to notify and then sue those jurisdictions that fail to comply with the
obligations imposed by Section 8 ofthe NVRA. With 462 counties showing registration rates
greater than 100%,there are a large number of potential targets for enforcement.
Judicial Watch is proud of its efforts to enforce Section 8 ofthe NVRA. But the
Department of Justice should be leading this work. The Department has far greater resources at
its disposal than private nonprofits like Judicial Watch, and is far more likely to obtain the
voluntary cooperation of states and counties when it notifies them of a potential violation.
The NVRA Should Be Enforced
There are sound policy and legal reasons for enforcing the voter list maintenance
provisions of the NVRA and requiring states to clean their voter rolls. Yet,in engaging in this
discussion, I find it is important not to confuse this matter with the debate over state voter
identification laws. While I believe, with a majority of Americans,that there are persuasive
reasons for requiring reliable photo identification at the polls on Election Day,the enforcement
ofthe NVRA is a broader topic and it raises a number of different concerns.
To begin with, the NVRA already is federal law. Congress already engaged in the
weighing offactors and the deliberation necessary to justify that law. We ought not choose
which federal laws, or which provisions ofthose laws, we will enforce. This is particularly so
with compromise legislation like the NVRA. As the statute's "Findings and Purposes" makes
clear, the NVRA sought to accommodate both those who hoped for greater registration and
access to voting, and those who hoped to ensure election integrity and guarantee accurate voter
rolls. It is contrary to congressional intent, and,frankly, dishonest, to enforce only half of a
compromise bill.
In addition, accurate voter lists prevent more kinds offraud than a voter ID requirement.
For example, an accurate voter list prevents double voting, which most commonly occurs where
recently moved voters vote in the electoral precincts associated both with their new and their old
addresses. Requiring an ID does not prevent this, because double voters are who they say they
are. Regular maintenance ofthe voter rolls also diminishes the opportunities for absentee or
mail-in ballot fraud, which most experts agree is more common than impersonation fraud. Every
week Judicial Watch gets emails like the one we received just a few days ago:
In the mail today, a letter came from the State of California Department of Motor
Vehicles. The letter was addressed to my mother. . . who has been deceased
since 2009. In the latter was a renewal form for her Disabled parking and a Voter
Registration Form that just needed to be filled out and sent in. If these letters are
9

being sent at large to people who are deceased, it would be extremely easy for
anyone to fill out the voter registration form — requesting to vote by mail — and no
one would know that it was a fraudulent vote.
Our correspondent is correct, and if the voter rolls were better maintained, the possibility
she alludes to would not arise.
Maintaining accurate voter rolls as required by the NVRA also has other benefits that
have nothing to do with preventing fraud. For example, accurate voter rolls prevent honest
mistakes, such as where those who are not aware that they are ineligible vote because they are
listed on the rolls, or where voters cast a ballot in the wrong location, possibly in the wrong
election, because the rolls are not current.
In addition, inaccurate voter rolls hamper legitimate voter education and get-out-the-vote
efforts. To the extent that these efforts rely on voter rolls to determine whom to contact and
where they may be reached, inaccurate voter rolls increase the expense of such efforts. It costs
money to send thousands of pieces of mail to wrong addresses or to persons who no longer
reside in the state.
As a final point, I would like to make a few observations about voter fraud, a topic much
discussed today. We know that voter fraud, whether impersonation fraud, absentee ballot fraud,
registration fraud, double voting, noncitizen voting, or voting by those ineligible under state law,
occurs and is, in some form, a feature of every election, and we have suggestive, but not
conclusive, evidence about the extent of such fraud. We also know that voter fraud is hard to
detect and prove, especially where the law requires a showing of specific intent. We know that
many states do not even bother to track voter fraud.38 We also know that this is probably to be
expected, given that voter fraud often is lightly penalized. In preparing my statement, I
happened to research some ofthe voter fraud laws in neighboring Vermont. Its election law
provides that the penalty for casting more than one ballot is a maximum fine of $1,000 for a
primary or general election, $100 for a local election, and no incarceration in either case.39 At
the same time, Vermont law provides that the penalty for selling maple syrup without a license is
a maximum fine of$5,000 and up to a year in prison.'
In any case, discussions about the precise extent and effect of voter fraud risk obscuring a
more important point: Elections, like kitchens, must look clean. I was managing an election
monitoring team in Philadelphia in November 2008 when two men, one ofthem armed with a
club, took up a position outside a local polling station.41 Four years later, I was back in
Philadelphia when we received a report that one polling place had a floor-to-ceiling mural of
President Obama, along with his campaign logo and a quote from one of his speeches.42
38
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17 V.S.A. § 1971.
ao
6 V.S.A. §§ 483,498.
41
https://www.youtube.cotn/watch?v=neGbKHyGuHU.
42
http://www.nbcphiladelphia.com/news/local/Obamas-Face-Covered-at-Polling-PlaceAfter-Court-Order-177511541.html.
39
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No one would dismiss the need for legislation forbidding weapons at a polling place
because violence is rare, or because no one was frightened away from the polls, or because the
incident did not sway the outcome of an election. People should be able to rely on the fact that
they will be physically safe at polling stations.
Similarly, no one would deny the value of laws against electioneering or partisan displays
inside polling places on the ground that these displays did not change anyone's mind or
determine an election. Such displays suggest to the voters that the election officials are not
impartial. Even if it never changes or influences a single vote, this behavior sends a bad message
to the public. It suggests that election officials are not going to be fair.
For the same reasons, the law should incorporate and enforce elementary protections
against voter fraud. Indeed, it is in part the absence of such protections that has led an
astonishing 69% of Americans to say that they do not have confidence in the honesty of our
elections. These elementary protections include the voter list maintenance provisions of Section
8 ofthe N'VRA. Along with all ofthe other advantages derived from the statute, diligent
enforcement ofthe NVRA will help convince the public that American elections are clean.
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Statement of Donald Palmer
Former Secretary, Virginia State Board of Elections
Before the Presidential Advisory Commission on Election Integrity
New Hampshire Institute ofPolitics, Saint Anselm College
September 12, 2017
Election Integrity Issues Affecting Public Confidence
Co-Chair and Commissioners ofthis Presidential Advisory Commission on Election Integrity
(PACED. My name is Donald Palmer and I am the former chief election official in the
Commonwealth of Virginia. I also served as a senior state election official in Florida and
attorney enforcing the voting rights of Americans at the U.S. Department of Justice.
Confidence of Voters and Candidates
I served in the Navy as the Cold War winded down,the conflict with Iraq simmered, and the War
on Terror was exploding after 9-11. On 9-11, I was deployed overseas in Naples, Italy, when
hijacked commercial planes struck the World Trade Towers, the Pentagon, and aimed to destroy
the U.S. Capital before finally forced down in a Pennsylvania field. In the wake ofthat event,
there was a sense of unity to protect and defend what we have, to protect the institutions ofthis
country.
More recently with the destruction in Texas, we again see the struggle to protect our friends,
family and fellow citizens; tragedy brings us together and makes one reflect on how we as
brothers and sisters, our tribe, can unite together to protect and defend those things that matter
most to us. So what is it that matters most to this Commission, my colleagues in the election
community, Americans citizens? What do we hold most dear, what really unites us?
The strengthening and protection ofthe voting and electoral process should unite you in your
mission. One ofthe values that we most revere is our democratic process, our system of voting in
a free and fair election; the means to determine our representatives rather than a leader
manufactured for us by violence or monarchy. This is our original struggle, what made us who
we are.
And public confidence in the electoral process system is vital.
• There must be communication and transparency between election officials and voters.
• The voter must be confident that we have a voter registration and voting process that can
accurately verify that only eligible voters cast votes and the votes are recorded correctly.
• The voter must be confident that that all ballots are counted accurately and in a timely
manner.
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• The voter must be confident that election officials will not favor a candidate or voter over
any other voter, based on race, color, creed, or political view or to interfere with the
casting of a ballot through fraud or intimidation.
The American people should understand that state and local election officials are professionals.
Our system has been strong and has endured over the years. Election officials seriously abide by
the oath they take to the people to administer free and fair elections.
These election officials go the extra mile to administer elections on a grand scale while not
leaving anyone behind in the process. The American people should understand that their poll
workers are ordinary citizens who serve as the backbone of your democracy. They have a tough
job, demanding long hours, often working to exhaustion. They should treat you with respect and
deserve your respect as well.
The public opinion polls that reflect a growing concern by the American people over voter fraud,
voter disenfranchisement, or general lack of confidence in elections is disturbing.' While it is
true that polling trends reveal that voters for a specific losing candidate or political party will
often have less confidence in the overall results or fairness ofthe election, there are a significant
number of Americans who have legitimate concerns about voter fraud or voter suppression in the
electoral process."
For an election administrator, one ofthe keys to voter confidence is the transparency and ability
to show the losing candidate that the election was won or lost, fair and square, by the ballots cast
and that there was no voter fraud or denial ofthe vote to legal voters.
There is a lot of debate over the extent of voter fraud and what level offraud is acceptable to live
with without taking some action. I will point out that no election official at any level should be
required to have a conversation with a candidate or political party and say "yes, there were a
number ofinstances of illegal voting or ballots manipulated in your race, but that is an
acceptable level offraud." In my experience, no candidate of any political party is willing to
accept those type of condolences.
Be it paying taxes or cashing government checks, there is a certain level offraud. In every
endeavor, there are always some that will try to take advantage ofthe system and dilute the
concept of one man,one vote. Voter fraud is offensive and is a crime against democracy. It is
not a political issue and should be taken more serious by investigators and prosecutors across the
country. Deterrence is a key aspect of a well-functioning electoral process.
While it is not normally the job of election administrators to enforce the law criminally, it is our
responsibility to design systems and processes to prevent fraud and protect the electoral system
and public confidence in this institution. This is an opportunity for the Commission.
As a country full of diverse peoples and views, access, security, and integrity of the ballot box
must be viewed as three legs of the stool for a process that all Americans will trust and want to
participate. There must always be a balance of access and integrity, otherwise there is a crisis of
confidence.
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PERSISTENT PROBLEM WITH THE NATION'S VOTER ROLLS IMPACTS VOTER
CONFIDENCE
Almost 25 years after the enactment ofthe National Voter Registration Act(NVRA),one ofthe

major purposes ofthe law—to protect the integrity of the electoral process and ensure accurate
and current voter registration rolls—has still not been realized, and, in many ways, the situation
has gotten worse.
With the all the experience of the Commission with elections and voting, I am certainly not the
first person to inform you ofthis recurring problem with the official voter registration lists in the
United States.
The electoral system problem with inaccurate and inflated voter rolls is real and burgeoning, and
our nation has failed to address the problem despite repeated warnings from multiple

commissions and election officials. The time has come to use new technologies and
coordination between states to finally resolve the problem.
To Assure Pride and Confidence in the ElectoralProcess, National Commission on Federal
Election Reform (2001)111
Going back to 2001, the National Commission of Federal Election Reform, led by Former

Presidents Ford and Carter, Robert Michel and Lloyd Cutler, released a report that highlighted
the developing problem of inaccurate voter lists and the need for an accurate voter registration
list of eligible citizens qualified to vote. One ofthe principle recommendations ofthat
Commission was to create a democratic process that would maintain an accurate list of citizens
who were qualified to vote. Based on these findings, the National Commission also
recommended that each state adopt a system of voter registration systems, and envisioned future
accurate, computerized lists ofthose who can vote. The Commission noted in its findings:
• Some contend that swollen voter rolls are harmless, since the individuals have moved or died and
therefore do not vote, and since poll worker scrutiny and signature verification can prevent fraud.
We disagree
• Significantly inaccurate voter lists add millions of dollars in unnecessary costs to already
underfunded election administrators and undermine public confidence in the integrity ofthe
election system and the quality of public administration.
• Significantly inaccurate voter lists invite schemes that use 'empty" names on voter lists for ballot
box stuffing, ghost voting, or to solicit "repeaters"to use such available names. For generations
these practices have been among the oldest and most frequently practiced forms of vote fraud.
One of our Commissioners (President Jimmy Carter) has written a book mentioning his encounter
with such practices early in his political career. The opportunities to commit such frauds are
actually growing because ofthe trend toward more permissive absentee voting.
• Significantly inaccurate voter lists often penalize poor or ill-educated voters. Among the most
mobile citizens in the country,these voters find that even modest residential changes, within a
state or county, will keep them from appearing on the list of eligible voters at their new residence.
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The National Commission in 2001 correctly noted that significantly outdated voter rolls would
add millions in unnecessary costs to already underfunded election administrators and undermine
public confidence in the integrity of election systems. These facts were true in 2001 and are still
true in 2017. There is no doubt that the predictions ofthis Commission have proven true.
Building Confidence in U.S. Elections, Report of the Commission on Federal Election
Reform - Carter-Baker Commission (2005)'
The recommendations of our Commission on Federal Election Reform were developed with the
aim to increase voter participation and to assure the integrity of the electoral system. The first
pillar ofthe electoral system envisioned included:
• Voter registration that is convenient for voters to complete and even simpler to renew
and that produces complete, accurate, and valid lists of citizens who are eligible to
vote;
On the issue of interoperability and the sharing of registration information to improve the
accuracy of the voter rolls, the Commission on Federal Election Reform made these findings and
recommendations:
2.2 INTEROPERABILITY AMONG STATES'
• Interoperable state voter databases are needed to facilitate updates in the registration of voters
who move to another state and to eliminate duplicate registrations, which are a source of potential
fraud. Approximately 9 million people move to another state or abroad each year, or about one in
eight Americans between each presidential election. Such interoperability is possible because
state voter databases that are centralized can be made to communicate with each other.
• The limited information available on duplicate registrations indicates that a substantial number of
Americans are registered to vote in two different states. According to news reports, Florida has
more than 140,000 voters who apparently are registered in four other states (in Georgia, Ohio,
New York, and North Carolina). This includes almost 46,000 voters from New York City alone
who are registered to vote in Florida as well. Voting records ofthe 2000 elections appear to
indicate that more than 2,000 people voted in two states. Duplicate registrations are also seen
elsewhere. As many as 60,000 voters are reportedly registered in both North Carolina and South
Carolina.
• Duplicate registrations have accumulated over the years notjust because there are no systems to
remove them other than the one described above, but also because people who own homes in two
states can register to vote in both places. In fact, when 1,700 voters who were registered in both
New York and Florida requested absentee ballots to be mailed to their home in the other state, no
one ever bothered to investigate.
• Interoperability among state voter databases is needed to identify and remove duplicate
registrations of citizens who are registered to vote in more than one state. To make the state voter
databases interoperable, the Commission recommends the introduction ofa uniform template,
shared voter data, and a system to transfer voter data across states.
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• Our Commission recommends a "distributed database" that will connect all states' registration
lists. The creation ofa computerized system to transfer voter data between states is entirely
feasible. This system could be managed either by the EAC or by an interstate compact or
association ofstate officials under EAC supervision.
• Implementation ofthe Commission's recommendation on cross-state interoperability of voter
databases will require state election authorities to collect Social Security numbers and digital
images ofsignatures for all registered voters. While many states use the driver's license number
as their unique identifier, they can collect Social Security numbers from their state's department
of motor vehicles(a Social Security number is required by 49 states to issue a driver's license).
• We recommend that the EAC oversee the adoption ofthe template for voter data and for assisting
states in the creation ofa new system to share voter data among states, including for setting up a
distributed database.
This Commission had a number of specific additional recommendations related to accurate voter
rolls:
Recommendations on Quality in Voter Registration Lists
• 2.6.1 States need to effectively maintain and update their voter registration lists. The EAC should
provide voluntary guidelines to the states for quality audits to test voter registration databases for
accuracy (correct and up-to-date information on individuals), completeness(inclusion of all
eligible voters), and security (protection against unauthorized access). When an eligible voter
moves from one state to another,the state to which the voter is moving should be required to
notify the state which the voter is leaving to eliminate that voter from its registration list.
• 2.6.2 All states should have procedures for maintaining accurate lists such as electronic matching
ofdeath records, driver's licenses, local tax rolls, and felon records.
• 2.6.3 Federal and state courts should provide state election offices with the lists ofindividuals
who declare they are non-citizens when they are summoned forjury duty.
The American Voting Experience: Report and Recommendations of the Presidential
Commission on Election Administration (2014)"
In 2013, the Presidential Commission on Election Administration(PCEA)released a report to
improve the voting experience and improve election administration with recommendations on
the maintenance of accurate voter rolls:
Accurate voter lists are essential to the management ofelections. Keeping track is a
Herculean task. On Election Day 2012,the registration system had 191.8 million records
and 130.3 million voters managed by officials in 50 states and approximately 8,000 local
election offices, with the lists used at 186,000 precincts. The quality ofthe list can affect
the ability of people to vote, ofelection offices to detect problems, and of courts and
others monitoring elections to detect election fraud or irregularities. Election officials
across the political spectrum recognize the value ofaccurate and manageable voter rolls.
A list with many incorrect records can slow down the processing ofvoters at polling
places resulting in longer lines.
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Interstate exchanges of voter registration information should be expanded. States should
join interstate programs that share data and synchronize voter lists so that states, on their
own initiative, come as close as possible to creating an accurate database of all eligible
voters.
The PCEA discussed the need for the state DMV to be interacting with election offices
and providing periodic updates ofinformation vital to assisting in the maintenance ofthe
voter rolls:
• States should seamlessly integrate voter data acquired through Departments of Motor
Vehicles with their statewide voter registration lists. The Department of Motor
Vehicles(DMV),known in each state as the agency issuing driver's licenses and
state personal identification cards, plays a pivotal role in the registration of America's
voters. As a critical actor in the creation and maintenance ofeach state's voter
registration file, the DMV can also contribute to the degree oforderliness and
efficiency of operation in each community's polling places on Election Day.
• Voters who appear at their polling place after moving can find that their voter
registration records have not been updated to conform to their new driver's license
addresses. As a result, a greater number of provisional ballots are cast,leading to
congestion in the polling place and unnecessary post-election verification work for
county and local election officials
The PCEA noted the need for updated voter rolls for effective planning and election
administration:
An accurate voter registration list is often a prerequisite to effective election planning and
administration. A list filled with inaccuracies, likewise, produces downstream problems
throughout the administration of an election. With the enhanced accuracy and efficiency
that online registration systems provide, election administrators are able to respond more
effectively to a number of recurring challenges.
In endorsing online voter registration, the PCEA noted the negative impact of inaccurate
registrations on lines of voters and security at the polling place:
Lines: Error-ridden voter rolls contribute to congestion and lines on Election Day.
Voters whose information is missing from the rolls or incorrectly entered require the time
and attention of officials. This necessarily delays the movement ofother voters through
the polling place.
Security: Online systems also provide additional reassurance of well maintained,"clean"
rolls that protect against the potential or appearance of vulnerability to fraud.
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Key PCEA Recommendation:
• States should participate with data-sharing programs such as the Interstate Voting
Registration Crosscheck(IVRC)or the Electronic Registration Information Center
(ERIC).
Approximately 30 states participate in IVRC at different levels of participation and use ofthe
registration data, while 20 states and the District of Columbia participate in ERIC, a more
regimented program with some membership fees and mailing costs. With ERIC,there is an
outreach mailing program to unregistered but eligible voters that has not appeared to favor one
party or another. While there is good news in the continuing growth ofthese programs, not all
states are participating and many ofthe largest and most populated states like Florida, California,
Texas, and New York are not a part ofthese data-sharing programs.
Virginia was one ofthe founding members ofERIC and codified participation in both programs.
To resolve the problem in the next decade, both programs will need significant growth and
improvement to resolve the millions of inaccurate and duplicate registrations across the country.
The Failure to Maintain Accurate Official Voter Lists Is a National Problem
A series of national level commissions have pointed out the wide scope of the problem
concerning the inaccuracies ofthe voting rolls, and the negative impact on election
administration and voter confidence. They have also pointed out the vulnerability of our system
to voter fraud and irregularities that result from the inability to maintain accurate voter rolls.
Each of these commissions identified the problem and provided recommendations, yet here we
are again, facing the same issue and still searching for answers and the will to do something
about it. The Help America Vote Act(HAVA)after the 2000 election required counties to work
with new statewide voter registration systems to share data for list maintenance purposes and to
maintain an official voter registration list. This reform required the states to interact with
individual counties because the increasing mobility ofour citizens demanded a system where
county election officials could receive eligibility and registration information on individuals
when they move from jurisdiction to jurisdiction to resolve duplicates. However,the mobility of
voters across state lines is almost as significant as within a state, thus requiring the states work
together in coordination with each other to resolve the problem.
Online Voter Registration Should Be Expanded To All States
I continue to recommend and advance many bipartisan reforms — including online voter
registration. Over 30 states have now passed and implemented online voter registration, and
more states are coming online every day. For example, Florida should go live with online voter
registration on October 1, 2017. In my opinion, online voter registration(OVR)improves the
integrity and accuracy ofthe registration system and this reform should be expanded to all states
with increased attention paid to:
- The security of the system
- The ability to verify the identity of registrants
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- Features to increase the portability and continuity of voter registration by establishing formal
lines of communication between voter registration systems
OVR has been endorsed by both Republican and Democratic legislatures as a responsible way to
increase options to voters to register to vote in a nation that is moving away from paper
transactions. OVR is accessible to citizens twenty four hours a day, seven days a week, and
guides voters to make fewer mistakes in the process.
OVR also increases the accuracy and currency of the voter rolls on the front end, and reduces
delays and congestion at the polling place. The process is secure when interacting with
Department of Motor Vehicle databases that verify the identity and eligibility of potential
registrants. In many states, these registrants are verified by REAL ID (or close to REAL ID)
requirements at the DMV.
A degree of registration continuity or portability may be achieved by modifying existing OVR to
require the prompt electronic notification of the voter's former election officials when an
individual has moved from one county to another or from one state to another.
State OVR systems should require the voter to provide the previous address and county of
registration, if applicable, in the online(or paper) application - and then provide a digital copy
of the new voter record with appropriate affirmation or digital signature to the state and county
of the voter's previous registration.
The Commission should also explore new technologies such as Block-Chain to facilitate
increased authentication and portability of voter registration.
The bottom line is that online registration systems should be able to provide current updated
registration information to other states in a format that can be used by election officials trying to
maintain the accuracy of the voter rolls.
Upgrade Voter Registration System Accuracy and Security
One area of major concerns over the next decade is the obsolete nature of many of our states'
voter registration systems, those registration systems that we rely on to maintain the official
voter list in each state. Many states have not improved or replaced their statewide systems since
the implementation of HAVA in 2005 and there is no more federal money to upgrade or replace
these systems.
The voter registration systems in the states desperately need to be upgraded to add capability and
made more functionally accurate, secure, and to better facilitate the sharing of registration data
between states. Investment in the newest technologies would also allow better matching
processes at the state level that improve list maintenance and interact more efficiently with local
election officials. Bad matches, false positives, or lack of matching capability is often the result
of older systems and software that doesn't provide the ability to overcome errors in the
registration.
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Investment in the latest technology will also provide additional security for state and local voter
registration systems. While most states already have robust hygiene programs to protect our
voter registration systems, new technology would assist in these enhancements.
Individual State Voter File Comparison and Reconciliation
In addition to cross-state list matching activity, the Commission may wish to explore new
potential capabilities ofindividual state digital records management, including voter list
matching and voter file integrity. The potential services would be independent of a voter
registration system available either offline with stand-alone software or cloud based operations.
The basic purpose would be to assist voter file managers to identify specific existing voter
records that may be invalid for any number of reasons.
The concept would essentially enable on-demand voter file comparison and reconciliation for
purposes of assessing an individual state's voter file integrity. The cloud-hosted comparison
would allow election officials to provide their anonymized voter file data to a scanner that
automatically conducts list-matching functions, compiles reports on potential record issues, and
then make these reports available back to individual election officials and support officials'
activities for issue resolution (e.g., voter interstate relocation and use of voting history to reveal
active voting in another state.) No voter data would be retained in the cloud beyond the window
of operation and report generation.
The concept has the potential to dramatically extend the capabilities of existing state voter record
management systems and increase the technical measures to increase voter file integrity. The
Commission should explore the concept ofthis new individual tool for use by individual states,
localities, or consortium of states.
Identify Best Practices for List Maintenance
I have provided the Commission a series of best practices to state and localities on new
technology and best practices to conduct list maintenance and maintain accuracy with the voter
rolls."
These best practices can be found at the following link
https://publicinterestlegal.org/files/PILF-best-practices-report-FINAL.pdf
The Commission should consider the following recommendations as potential revisions to
the National Voter Registration Act:
Require online voter registration systems provide new voter registration application data
(affirmed by digital signature)to the election official of previous state and county of registration.
Replace the paper federal form with an online registration portal at the EAC with direct links to
state voter registration systems, and consider a portal to capture the appropriate data and transmit
to the state offices, or provide online downloadable state voter registration forms.
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Require the state chief election official or NVRA coordinator of each state to coordinate with
Department of Motor Vehicles and other agencies to modify the paper or electronic voter
registration form to provide a separate box for the applicant to affirm the intent to notify the
previous state ofthe current registration information and timely transmit that information to the
previous state of registration.
Require that all states participate in voter registration data-sharing programs.
Require the Election Assistance Commission(EAC)serve as a clearinghouse or central
coordination government agency to assist states and counties in the sharing of voter registration
data in a format necessary to facilitate list maintenance and the accuracy of voter rolls.
Require each state to create an online portal for self-removal of registration by voters who have
moved out of state.
Require all states and localities(no matter the population) use national change of address
(NCOA)and commercial data notifications to identify all registered voters who have recently
moved from the jurisdiction to another jurisdiction and initiative list maintenance procedures in a
timely manner based on that notification.
Increase the frequency of review of voter registration lists by national change of address
(NCOA)to a minimum every six months.
Require voter registration system audits of security and accuracy ofthe voter rolls in the year
preceding the General Presidential Elections.
Require statewide mailings by state election offices to all registered voters to supplement the list
maintenance activities ofthe localities.
Educate voters on the importance ofinforming election officials of a change in address and the
importance of updating their voter registration.
Development of a uniform and systematic process of electronic notification by local election
officials of new voter registrations to the previous state and county election officials ofthe
voter's previous voter registration.
Thank you for the opportunity to testify on this matter

https://ropercenter.cornelI.ed u/vote-fraud/
II Voter Sentiments on the U.S. Election System, http://www.democracyfund.org/publications/voter-sentimentson-the-u.s.-election-system
The National Commission on Federal Election Reform - To Assure Pride and Confidence in the Electoral Process
found at https://millercenter.org/issues-policy/governance/the-national-commission-on-federal-election-reform
Iv Building Confidence in U.S. Elections, Report of the Commission on Federal Election Reform found at
https://www.eac.gov/assets/1/6/Exhibit%20M.PDF
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v Report of the Commission on Federal Election Reform, found at
https://web.archive.org/web/20070620141435/http://www.american.edu:80/ia/cfer/report/report.html
vi The American Voting Experience, Report and Recommendations of the Presidential Commission on Election
Administration found at https://www.eac.goviassets/1/6/Amer-Voting-Exper-final-draft-01-09-14-508.pdf
vii Best Practices for Achieving Integrity in Voter Registration, Public Interest Legal Foundation,found at
https://publicinterestlegal.org/files/PILF-best-practices-report-FINAL.pdf
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Why Vote?
• Rational to vote only if expected benefits of voting are greater than cost
(Downs, Tullock, Riker & Ordeshook)

PB+D>C
P = Probability that individual vote will affect the outcome
B = Expected benefit of voting
D = Psychological benefit citizen receives from voting
C = Cost of voting (time, expense, opportunity costs)

• Low turnout due to either high costs, low expected benefits, or both
çH
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Multiple Factors Correlated with Turnout
• Demographics
— Age
— Education
— Income
• Barriers
• Civic Education
— Confidence in elections
• Campaign factors
— Competition
— Interest in race
— Economy
— War
• No Single cause of increase or decrease in turnout
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Why Differences?
• Varies by state
— Some consistently high — Minnesota
— Some consistently low - Hawaii
— Some change over time

• Different reasons for changes in each state
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Why Turnout Decline after 1960s?
• 26th Amendment?
— Turnout dropped for 20 years as Baby Boom was "digested"

• But is that what happened?

University of
New Hampshire

Turnout: US Presidential Elections(VAP)
70%
65%
60%
55%
50%
45%
40%
1952

1956

1960

1964

1968

1972

1976

1980

1984

1988

1992

1996

2000

2004

2008

2012

US Turnout
University of
New Hampshire

NH Sec. of State

US Turnout 1964-2012 by Age(VAN
80%
75%
70%
65%
60%
55%
50%
45%
40%
35%
30%
1964

1968

1972

1976

1980

18 to 24

1984

1988

25 to 44

1992

1996

45 to 64

2000

200

2008

012

65+
niversity of
New Hampshire

Trust in Elections Essential
• For accepting results
• Trust/support of winning candidate & policies
Public confidence "is closely related to the State's interest in
preventing voter fraud, public confidence in the integrity of the
electoral process has independent significance, because it
encourages citizen participation in the democratic process."
Justice Stevens, Crawford v. Marion County Election Bo •
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Perceived Threats to Electoral Trust
• Lack of Constitutional understanding
— State variations in electoral procedures
— Misunderstanding of Electoral College

• Inaccurate counting
— Computer hacking
— Paper trail

• Illegal voting
— Non-residents
— Non citizens
— Multiple votes

r
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Trust in NH elections:
Confidence vote in previous election was accurately counted
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Less confidence in Electronic Voting than Paper Ballots:
Increasing over recent years
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Summary
• Many factors influence turnout. Very difficult to determine a
specific cause for changes in turnout
• Citizens need to have confidence in elections:
— Tradeoffs between stricter voting laws to increase trust and barriers
that may discourage voting
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EXECUTIVE SUMMARY

The Government Accountability Institute (GAI) attempted to obtain public
voter roll information from all 50 states to independently test for duplicate
voting in the 2016 presidential election. Duplicate voting is one type of voter
fraud, defined as an individual casting more than one ballot. There are
currently no government agencies or private entities that compare all state
voter rolls to detect duplicate voting fraud.
GAI partnered with two reputable data analytics firms to perform the voter
roll comparisons and duplicate voting matches. However, CAT was unable
to conduct a comprehensive review since a complete data set of state voter
rolls is currently unobtainable. Access to public voting data varies widely
among state elections officials. Some share it freely, while others impose
exorbitant costs or refuse to comply with voter information requests.
Despite significant data acquisition obstacles, the reliability of acquired data,
and an extremely conservative matching approach that sought only to
identify two votes cast in the same legal name, GAI found 8,471 highly likely
duplicate votes.

•

GAI obtained voter roll data from 21 states, amounting to 17 percent

of all possible state-to-state combinations.
•

Using an extremely conservative method of matching names and exact

birthdates with other unique identifying information, GAI found 7,271
highly likely cases of inter-state duplicate voting. We identified another

I The Problem of Duplicate Voting 2017

1,200 cases of likely intra-state duplicate voting. Each instance represents
two votes with the same voter information.
•

According to GAI's commercial database consultant,"The probability

of correctly matching two records with the same name, birthdate, and social
security number is close to 100 percent. Using these match points will result
in virtually zero false positives from the actual matching process. If there are
false positives, they would most likely be the product of errors in data
sourcing and/or human error at the polling places."
•

Extending GAI's conservative matching method to include all 50 states

would indicate an expected minimum of 45,000 high-confidence duplicate
voting matches.
•

In the process of identifying potential duplicate votes,CAT found more

than 15,000 voters who registered to vote using prohibited addresses, such
as post office boxes, UPS stores, federal post offices, and public buildings.
•

Using Rhode Island as a test-case, GAI and Simpatico Software

Systems discovered voter identity loopholes that likely transfer to other
states.
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INTRODUCTION

In May 2017, President Donald Trump issued an executive order
establishing the Presidential Advisory Commission on Election Integrity.
The commission is tasked with promoting free and honest federal elections
and has requested publicly available data from all 50-states and the District
of Columbia,as well as feedback on how to improve elections integrity.1
"The integrity of the vote is a foundation of our democracy; this
bipartisan commission will review ways to strengthen that integrity in order
to protect and preserve the principle of one person,one vote," Vice President
Mike Pence,the commission's chair, announced.2
The request for publicly available voter registration data and voter
history data from state Secretaries of State has sparked a firestorm of
controversy in light of President Trump's claim that he lost the national
popular vote in 2016 to Democrat Hillary Clinton due to three million illegal
votes.3 Many states have resisted the commission's request for data,claiming
that it is searching for a voter fraud problem that doesn't exist. Other states
have readily complied.
Specifically, the commission has asked for names, dates of birth, the
last four digits of social security numbers,and information relating to felony
convictions and military status. In Colorado, elections officials have
observed a record number of withdrawn voter registrations.4
In 2012, Pew Research found 24 million (one in eight) voter
registrations were either invalid or significantly inaccurate. About 1.8
million deceased voters were discovered on state voter rolls, and 2.75 million
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people were registered to vote in more than one state.5 These findings alone
do not equate to voter fraud, but show a system rife with error and
vulnerability.
Elections are sometimes decided by small margins, making voter roll
accuracy of paramount importance. Consider the 2000 presidential election
between Gov. George W. Bush and Vice President Al Gore. More than 105
million votes were cast nationwide, and the outcome was determined by
only 537 votes. The election, and the course of history to follow, hinged on
the state of Florida where the margin of victory for Bush amounted to only
.009 percent of the state's total votes.6
In 2008, a U.S. Senate election in Minnesota pitted incumbent Sen.
Norm Coleman against Al Franken. The election was initially too close to
call. After an eight-month legal battle, Franken emerged victorious by only
312 votes and officially joined a 60-senator filibuster-proof supermajority
that passed the Affordable Care Act.7Countless other federal, state,and local
elections have been decided by narrow vote margins, and all of them are
consequential.
Irrespective of partisan politics, it is critical to ensure that the U.S.
election system is open to as many eligible citizens as possible, and that
every effort is taken to ensure honest votes are not undermined through
either government negligence or voter fraud. Voter fraud is defined as illegal
interference with the process of an election. It can take many forms,
including voter impersonation, vote buying, noncitizen voting, dead voters,
felon voting, fraudulent addresses, registration fraud, elections officials
fraud, and duplicate voting.8
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With this in mind, GAI attempted to independently research and
verify instances of duplicate voting in the 2016 general election, defined
simply as an individual illegally casting more than one vote.9 This can occur
within the same state, in separate states, or when more than one vote is cast
in an individual's name—indicating identity theft. We attempted to obtain
and compare every states' voter roll to determine whether duplicate voting
may have occurred. To the best of our knowledge, the undertaking would
have been the largest duplicate voting detection effort ever.
There is currently no organization, governmental or private, that is
tasked with performing this type of simple cross-check for all 50 states. There
is also no requirement that states work together to eliminate duplicate voter
registrations or check for possible illegal duplicate federal election votes.
States can voluntarily engage with a nonprofit organization called the
Electronic Registration Information Center, or ERIC. It currently assists 20
states with resolving duplicate registrations and helps register new voters.'()
ERIC does not look for voter fraud.
CAT was unable to complete the project as initially designed as it is
currently impossible for independent research organizations, much less the
executive branch of the federal government, to obtain voter rolls from all 50
states. Exorbitant costs, excessive hurdles, and outright rejected requests for
information prevented a complete analysis. GAI was able to obtain voter roll
data from 21 states at little or no cost, which represents about 17 percent of
all possible state-to-state comparison combinations.
In partnership with two data analytics firms, GAI applied an
extremely conservative matching approach to eliminate any reasonable
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possibility of including false positive matches. Our method ensures the
integrity of our results while overlooking many less certain duplicate votes.
We further attempted to identify duplicate votes cast in the same legal
names. If an individual was inclined to illegally double vote using different
names,our analysis would not detect it.
GAI identified 8,471 high-confidence duplicate voting matches. GAI
also found several irregularities that increase the potential for voter fraud,
such as improper voter registration addresses, erroneous voter roll
birthdates, and the lack of definitive identification required to vote.
These issues merit immediate attention and are of bipartisan concern.
We list our limited findings on the following pages and recommend the 8,471
cases of likely duplicate voting be investigated for possible wrongdoing.

SIMPATICO and VIRTUAL DBS

GAI partnered with Simpatico Software Systems and Virtual DBS,Inc.
to perform the state-to-state voter roll comparisons and duplicate voting
matches. Simpatico is a U.S.-based company specializing in large-scale
database analytics. Among other projects, it works with state governments
by applying waste and fraud analyses to health and human services
programs to achieve program integrity and taxpayer savings.11 We set out to
determine if fraud analytics techniques could be applied to voting data to
detect whether duplicate voting occurred in the recent general election.
GAI's voter roll project involved the acquisition of voter registration
and voter history data from as many states as possible. Ultimately, data from
I The Problem of Duplicate Voting 2017
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21 states comprising 75 million 2016 general election voters were loaded into
a single system. Simpatico performed its research using a technique called
"Agile Analytics," which combines data mining with forensic analysis.
Virtual DBS is a commercial database firm that aggregates hundreds
of business and consumer demographic variables to identify specific
commercial prospects.I2 Applying the firm's additional data points, which
include the first five digits of social security numbers, to pools of voters with
matching names and exact birthdates effectively confirmed the existence of
duplicate voting.
"The probability of correctly matching two records with the same
name, birthdate, and social security number is close to 100 percent. Using
these match points will result in virtually zero false positives from the actual
matching process. If there are false positives, they would most likely be the
product of errors in data sourcing and/or human error at the polling places,"
said Brad Mitchell, Chief Executive Officer of Virtual DBS, Inc., (see
Appendix B).

ri
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DATA ACQUISITION

Difficulties Acquiring Data
GAI was unable to obtain voter roll data from all 50 states (despite
rigorous efforts). There is a wide range of availability and cost for voter
registration and voter history records between states. Many provide such
information at little or no cost, while others make it effectively impossible to
obtain data for independent research.
GAT requested records for all voters in state voter registration systems
and at least five elections of voter history when available. We did not request
or obtain confidential information such as social security numbers, drivers'
license numbers,and passport information. We did not attempt to determine
the outcome of any votes.
The voting data supplied to CAT includes the first, middle, and last
names of voters when fully available. The information also includes
birthdates containing the day, month,and year of birth when available. Each
state charged less than $5,000 for its data. GAI obtained records from
Arkansas, California, Connecticut, Florida, Iowa, Kansas, Maryland,
Missouri, Montana, Nebraska, New Jersey, New York, Oklahoma, Oregon,
Pennsylvania, Rhode Island,South Carolina, Tennessee,Texas, Washington,
and West Virginia.

Costs and Hurdles
Some states charge exorbitant fees. Alabama and Arizona each
charged GAI nearly $30,000. Wisconsin charged $12,500, and other states

Fl
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charged between $5,000 and $10,000. States like Virginia and South Carolina
wanted payment on a per-election basis, making the cost of GAI's request
five times higher than many other states.
New Hampshire and Illinois maintained that public voter roll data is
only available to duly registered political entities. Virginia, Indiana,
Massachusetts, and several others states deny access to public voter
registration data and voter history data with the exceptions of political
parties and law enforcement. The Kentucky Board of Elections considered
GAI's application for voting records and summarily rejected it.13
Massachusetts only provides voting data to law enforcement agencies
and political parties, but as an alternative allows for separate requests to be
made to each of the state's 351 cities and towns — many of which charge for
voting data and would likely supply it in varying formats. Simpatico
Software Systems determined the effort would require six times the
attention needed to obtain similarly requested data from every other state
combined. The Help America Vote Act of 2002 mandates that every state
maintains a centralized statewide database of voter registrations.14 In effect,
Massachusetts and other states withhold this data from the public.

Data Quality
The quality of information provided to GAI varied widely. Some
states' data required Simpatico Software Systems to make extensive
formatting adjustments for the information to be imported into a single,
usable analytics platform. Sometimes the data was unreliable.
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New York state voting data had significant quality issues resulting in
part from outdated technology. According to Simpatico, there is no way to
determine with certainty how many votes were cast in the 2016 general
election based on the data provided. Too many descriptions are used to
classify 2016 general election votes from a sound analytics perspective.
Examples are "2016 General Election," "2016 November General," "2016
General State/Local Election," "11/8/2016 General Election," and two
dozen other voting labels.
More than one thousand different descriptions were used for all
separate elections in the records provided to GAI, and many descriptions
pertained to the same elections. Local voting systems appear to feed into a
larger centralized voter registration system,and refer to individual elections
in confusing ways. More than 700,000 votes in New York's data are labeled
"General Election," with no corresponding year to indicate which general
election the votes were cast. If the state cannot reliably account for votes in a
consistently clear manner, it is possible that election outcomes could be
affected.

Other Problems
In the absence of social security numbers and drivers' license numbers,
full birthdates are critical information items to verify voter eligibility and
voter identity. Birthdates are also necessary to perform duplicate voting
research. Only about half of all states would provide full birthdates with
voter registration data, if they provided any data at all. If a state did not
provide a full date of birth, GAI did not use its data.

n
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The information GAI received did not always lead to the potential for
high-probability results. It would have been useful to cross-check voter rolls
between adjacent states and those with transient population relationships.
For example, North Carolina and Florida are reciprocal travel destinations.
However, North Carolina's voter roll data was unobtainable. CAT was only
able to cross-check three of seven Southeastern states, all of which have
reasonably substantive travel relationships.
Acquiring voting data from neighboring states was also difficult.
Neighboring states present an opportunity to cast duplicate votes for those
inclined to do so. CAT was unable to compare some high population states
with adjacent states,such as Arizona and Nevada with California, Wisconsin
and Indiana to Illinois, and Texas with Louisiana.
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Voter Roll Data
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DUPLICATE VOTING ANALYSIS
Identifying likely examples of duplicate votes

Methodology
GAI looked for duplicate voting matches by comparing 21 available
state voter rolls, offering about 17 percent of all possible state-to-state
pairings. Twenty-one states yield 210 unique combinations of pairs of states,
while all 50 states would yield 1,225 unique combinations. GAI also looked
for duplicate voting within each of the 21 states.
We began by identifying instances of general election votes with
matching names and exact birthdates (day, month, and year). This alone
does not guarantee two votes were cast by the same person. Identical names
often occur in large voter datasets,and matching names and exact birthdates
can occur as a matter of coincidence. This is known statistically as the
"birthday problem."15 GAI recognizes the birthday problem and removed
the uncertainty by taking the additional step of running the pool of potential
duplicate voting matches through Virtual DBS's commercial database to
confirm the voter identities. Virtual DBS applied credit reporting data,social
security administration data, and other commercial data such as magazine
subscription information.
GAI used full first and last names,"fuzzy" middle names, and exact
birthdates. Fuzzy matching allows for slight variations to be considered
when the item is either missing or incomplete. Fuzzy matching applied to
partial middle names,full middle names with matching middle initials, and
exact matches of all other criteria when middle names were missing. We also
I The Problem of Duplicate Voting 2017
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considered middle names differing by no more than two letters. Highconfidence matches generally decrease the fuzzier the middle name, but the
likelihood of confirmable duplicate voting matches remains very high given
the exact matching of additional identifying criteria.
The analysis only applies to potential duplicate votes that were cast
using the same name and identifying information. Our approach does not
identify individuals who may have cast more than one ballot using different
names. The Institute's findings do not automatically prove that matched
voters committed voter fraud, as voter or election official error and voter
identity theft cannot be ruled out.
Ideally, all voters would provide strong identifying information at the
point of registering to vote to eliminate identification uncertainties, such as
social security numbers, drivers' license numbers, or passport documents.
These items comfortably substantiate the unique identity of individual
voters,but are regularly not submitted when registering to vote. GAI did not
attempt to obtain such confidential information.

Matchesfor Inter-State Duplicate Voting
GAI's initial analysis revealed more than 60,000 name and birthdate
matches for potential inter-state duplicate voters. These could not be
confirmed beyond a shadow of a doubt using the data supplied by the 21
states. Virtual DBS evaluated the voter matches using additional unique
identifiers and found 7,271 high-confidence matches.
Another method employed was the matching of out-of-state mailing
addresses. Eligible voters are required to list residential addresses as the
I The Problem of Duplicate Voting 2017
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main address on voter registration forms.16 Every state we examined also
allows for secondary mailing addresses to be listed. We looked for instances
where voters listed secondary addresses in different states than their
residential address. If a name and birthdate match also showed that voter's
out-of-state secondary mailing address matched the residential address
from a different state, or vice versa,then we considered it a strong likelihood
that two votes were cast in the name of the same individual. Nearly 600
duplicate matches were found using this technique.
GAI also looked for pairings of voters, or cases where individuals
appeared to vote together in separate states. The odds of two individuals
with matching names and birthdates voting together in two different states
dramatically increases the likelihood of an inter-state duplicate voting
match. We found nearly 200 pairs of voters who appear to have voted as
couples in two different states. We also identified two families of three that
may have voted together. The identities of the pairings of voters and those
with duplicate matching addresses were confirmed through Virtual DBS's
commercial database.
GAI applied fuzzy first names to the analysis and found nearly 350,000
possible duplicate voters. Incorporating fuzzy first names presents a far
weaker level of certainty than the fuzzy middle name matching method
previously described. When these potential matches were conservatively
cross-checked through the commercial database, another 315 duplicate
voting matches were confirmed.
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Matchesfor Intra-State Duplicate Voting
GAI included fuzzy middle names with matching first and last names
and exact birthdates to identify possible intra-state duplicate voting. The
commercial database cross-check revealed 1,200 high-confidence double
votes from an initial pool of 10,000 intra-state matches.
In one case, two votes were cast in the same Oregon town with
matching names and dates of birth. It is remotely possible these votes were
cast by two different individuals. A closer look at voting registration records
show one voter registered with a residential address, and the other to a
business address. An evaluation of business filings lodged with the Oregon
Secretary of State's office revealed that the business address listed on
multiple department filings was also the residential address of the
individual with the same exact name and birthdate. This is a high-confidence
case of duplicate voting and was further confirmed through the commercial
database.
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IMPROPER ADDRESSES

Using Prohibited Addressesfor Voter Registration
Through the process of identifying duplicate votes, GAI discovered
several important voting-related irregularities. One such area pertains to
improper voting addresses. Eligible citizens are required to register to vote
using a residential address, defined as a fixed or permanent address where
an individual physically resides all or most of a given year.17 Knowingly
submitting a fraudulent address is a felony, punishable by up to five years
in prison and a $10,000 fine.18
GAI found more than 15,000 clearly prohibited addresses within the
21-state voter rolls we examined. While some may be mistakes, all are easy
to identify from an elections integrity perspective. The lack of attention from
elections officials may increase the potential for voter fraud.
Election laws specifically prohibit the use of post office boxes to meet
the residential address requirement.19 However, GA! found 6,539 general
election votes were cast by individuals who registered to vote using a post
office box as a primary residential address. This mostly occurred in
Pennsylvania, Missouri, Oklahoma, and West Virginia. GAI also found an
additional 3,000 voters who listed federal post office buildings as their home
address.
GAI further discovered nearly 5,000 general election voters who
registered to vote using UPS stores as residential addresses. This occurred in
every state in our analysis. In some cases, more than 100 voters were
registered to the same UPS store locations. GAI found another 1,000 votes
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that were cast by individuals who listed public buildings as their home
address. Public safety building addresses can sometimes be used to protect
law enforcement, judges, and other officials from exposing their home
addresses. We did not include any of these scenarios in our findings. We also
found cases of voters whose home addresses matched the addresses of gas
stations, vacant lots, abandoned mill buildings, basketball courts, parks,
warehouses, and office buildings.

BIRTHDATES

Simpatico Software Systems boundary tested the 21-state voter
registration records contained in its custom engineered database. Boundary
testing, or boundary value analysis, is a method that determines maximum
or minimum values,such as the maximum or minimum age of voters.
The analysis showed 45,880 votes were cast by individuals whose
dates of birth were more than 115 years prior to the 2016 general election. It
is important to note that some state registration systems indicate a missing
date of birth by adopting filler dates, such as 01/01/1900, 01/01/1850, or
01/01/1800. The vast majority of votes cast by individuals appearing to be
over 115 years old had these three erroneous birthdates. The analysis
showed 1,410 voters had other dates of birth indicating an age of over 115
years old. Forty-five of these voters had birthdates earlier than the year 1700.
Additionally, 292 votes were cast by voters whose registration birthdates
indicated they were under 18 years old at the time of the election, with 128
of these votes being cast provisionally.
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VOTER IDENTITY

Help American Vote Act
The Help America Vote Act of 2002 is a major federal election reform
law that was enacted in the aftermath of the highly contentious 2000
presidential election.2" More than 105 million votes were cast nationwide,
and the deciding margin of victory was just 537 votes.21 It passed Congress
with overwhelming bipartisan support and was signed into law by the
election's winner, President George W. Bush.
One of the Act's reforms is a requirement that eligible voters use
definitive forms of identification when registering to vote. Valid drivers'
license numbers and the last four digits of an individual's social security
number were newly required for all subsequent registrants. Pre-HAVA
registered voters are exempt. The Act also allows for other forms of
identification to be submitted, some being less reliable than others.
Alternative forms of identification include state ID cards, passports, military
IDs, employee IDs,student IDs, bank statements, utility bills, and pay stubs.
States can offer additional identification options. GAI discovered a
surprising number of active voters whose identifying information contained
in state voter registration systems is less reliable than the driver's license and
social security number standard. The less exacting the form of ID, the more
difficult it is to verify an individual's identity if an elections official was
inclined to do so.
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Identification and Rhode Island Voting
GAI and Simpatico Software Systems analyzed Rhode Island's general
election system as a manageable test-case for potential voter identity issues.
What we discovered may broadly apply to other states.
According to data supplied by the Rhode Island Secretary of State's
office, 466,499 votes were cast by Rhode Island voters in the 2016 general
election. More than 30 percent, or 143,111 votes, were cast by individuals
who did not register to vote with either a social security number or driver's
license number;120,822 registered before HAVA,and 22,389 registered after
HAVA. The post-HAVA general election voters who registered without
using drivers' license or social security numbers equate to 4.7 percent of all
Rhode Island voters.22 Confirming the identities of some of these voters is
impossible using only the data contained in the state's voter registration
system as there are no other uniquely identifying pieces of voter data.
The potential consequences of undetected identity fraud or ineligible
voting are significant. Nine of 113 Rhode Island state legislative races were
decided by margins of victory that were less than the number of post-HAVA
voters in those respective districts who did not supply verifiable forms of
identification when registering to vote.

The Rhode Island Test-Case
The possibility that an individual could register to vote without
providing strong personally identifying information led GAI to consider
whether voter fraud could occur. Simpatico Software Systems proposed the

r'l
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following scenario to the Rhode Island Secretary of State's office, to which
Simpatico received an affirmative response.23
If a voter registration form was submitted by an individual with the
name John Jacob Jingleheimer Schmidt, with a birthdate of 1/1/1970, a
residential address that was a commercial office building,no driver's license,
no social security number, and the registration form was sent to the
appropriate elections office by mail, would this application be approved and
added to the Rhode Island state voter roll? The Rhode Island Secretary of
State's office said yes, with the caveat that the registration validation process
is performed at the local level.
A letter would be sent by the U.S. postal service to the address
provided on the voter registration application. If the letter is not returned as
undeliverable, then the applicant is duly registered and no further checks
would be performed unless the registration was challenged by a person or
entity outside of government. If the letter was returned as undeliverable or
if the improperly listed commercial business returned the letter with a postal
comment that the registering individual did not live at that address,then the
application would be put on hold.
Assuming the John Jacob Jingleheimer Schmidt voter application was
approved, the individual claiming to be Schmidt would need to provide a
photo ID to obtain a state-issued voter ID card in order to then cast an actual
vote. Schmidt could obtain a voter ID card by submitting a wide range of
identity items that fail to meet the social security number and driver's license
number threshold outlined in the federal HAVA law, such as a gym
membership photo ID. Simpatico proposed that the individual claiming to
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be Schmidt provided a photo ID from a nonexistent business. According to
the Rhode Island Secretary of State's office, the individual would be granted
a voter ID card.
Another way the individual claiming to be Schmidt could attempt to
vote illegally is to arrive at a voting poll without identification and cast a
provisional ballot, a required option under HAVA. Rhode Island's voter ID
laws allow for provisional ballots to be confirmed by nothing more than a
matching signature on a voter ID card—which in Schmidt's case was
submitted without uniquely identifying information.

Broader Potential Consequences
The vulnerabilities exposed in Rhode Island transfer to other states.
Without uniquely identifying information submitted at the voter
registration stage, the potential for voter fraud increases. Put another way,
there is no way to confirm a voter's identity or citizenship without it.
To further the Rhode Island test-case, Simpatico submitted a list of 225
general election voters who registered using clearly prohibited addresses.
Simpatico's request to fully verify the identities of the individuals required
a "voter challenge," according to state elections officials. It were further
informed that a false challenge could carry the risk of a misdemeanor
penalty,(see Appendix A).
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CONCLUSIONS & RECOMMENDATIONS

GAI was unable to obtain voter roll data from all 50 states, but
nevertheless identified 8,471 potential cases of illegal duplicate voting across
21 states. These instances should be investigated to determine whether two
votes were cast by the same person or if identity theft occurred.
GAI was unable to perform a complete cross-check of state voter rolls
due to the wide range of availability of data between states. GAI did not seek
to obtain confidential information such as drivers' license numbers and
social security numbers which should be guarded by elections officials. We
only sought basic voter identifying criteria such as full names, birthdates,
and addresses, and we were able to obtain it at little or no cost from many
states. Others make it too expensive or virtually impossible to obtain. This
information must be made available across-the-board for bipartisan
independent voter integrity research.
States should also prioritize the accuracy of voter information
contained in voting databases. Removing improper addresses, updating
procedures to eliminate deceased voters from voter rolls, and confirming the
identities of individuals during voter registration are necessary reforms to
alleviate the potential for voter fraud. At a minimum,states should upgrade
their database technology to better account for voting data, where
appropriate.
GA!, in consultation with Simpatico Software Systems, recommends
additional studies be performed. The following list presents important steps
forward, but is not meant as a comprehensive solution:
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• Likely fraud analysis by type of voter registration
o Statewide voter registration systems should track how voters
registered to vote. None of the data we obtained contained this
information. Examples of voter registration types include
(depending on the state): Department of Motor Vehicles, inperson, by mail, by third party, online, and others. Evaluating
likely voter fraud by voter registration type would provide
valuable insight into whether certain avenues of voter
registration produce more fraud than others.

• Likely fraud analysis of primaries for federal races
o Felony penalties for voter fraud apply to primaries for federal
elected offices as well as general elections. We did not attempt
to review any primary elections. One issue to look for, in
addition to duplicate voting, would be whether individuals are
voting in primaries in one state and general elections in another
state.

• Maiden name/married name duplicate voting and/or duplicate
registrations
o In some state voter registration systems, name changes will
generate new voter registrations and leave former names, such
as maiden names, active in the system.
o Confidential data such as drivers' license numbers and social
security numbers are required to electronically identify these
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registrations, and to check for duplicate voting. In our Rhode
Island test-case, and likely in other states, this confidential data
does not always exist in the statewide voter registration system.
Thus,the analysis is impossible to perform.

• Extended, national study of votes by registrations citing only
commercial addresses.

• Secure

assessments

of

duplicate

voting

using

confidential

identification.

• Confirming citizenship using the Federal Data Hub — a database
provided by the federal government to confirm "proof of legal
presence" in order to receive social service benefits like Medicaid.

• Confirming that Green Card holders are not casting votes by crosschecking them using a federal database.
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21 https://transition.fec.gov/pubrec/2000presgeresults.htm
22 Rhode Island emails (Appendix C).
23 Rhode Island emails (Appendix C).
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APPENDIX A
Rhode Island Improper Addresses

In the course of GAI's duplicate voting study, Simpatico Software
Systems supplied the Rhode Island Board of Elections office with a list of 225
Rhode Island voters who registered to vote using improper addresses, such
as UPS stores, empty lots, warehouses, gas stations, etc. Our intention was
to document how these irregularities might be resolved.
A representative from Simpatico met with the Executive Director of
the Board of Elections and a top elections official from the Rhode Island
Secretary of State's office on three separate occasions. It was explained that
the Board of Elections would take action by requesting local Boards of
Canvassers to determine whether the 225 voters lived at their listed
addresses. The canvassers would send letters to each address. If a response
is not received, then the voter's registration is put on hold and no further
actions are taken.
The Board of Elections opted against directing local canvassers to
perform any further actions to verify the identity of the individuals despite
the authority to do so. Additional verification would require a "voter
challenge." The Board suggested the Simpatico representative personally
challenge each of the 225 voter registrations with improper addresses. A
false challenge can carry the risk of a misdemeanor penalty.
The relevant statute reads: "Every person who willfully and
maliciously challenges the registration of a voter without reasonable cause
to suspect that the voter is not qualified shall be guilty of a misdemeanor

and shall,in addition,be liable to the challenged voter for compensatory and
punitive damages as well as for his or her counsel fees. The mere fact that a
challenge was not sustained by the board shall not give rise to any civil or
criminal liability of the objector."
The Simpatico representative did not personally challenge the
registrations. The risk involved was too high, and the scenario is perhaps
instructive as to why some voter integrity efforts go no further than sending
a letter.

(cirtual DE1
Extending Market Intelligence'

Voter Fraud Matching Accuracy

The probability of correctly matching two records with same name, birth date and SS# is close to
100%. Using these match points will result in virtually zero false positives from the actual
matching process. If there are false positives, they would most likely be the product of errors in
data sourcing and/or human error at the polling places.

Brad Mitchell
Chief Executive Officer
Virtual DBS, Inc

85 Brown Street, North Kingstown RI 02852

1.401.371.0101

COMMONWEALTH OF KENTUCKY
STATE BOARD OF ELECTIONS
ALISON LUNDERGAN GRIMES
Secretary of State & Chief Election Official

May 26,2017

Mr. Ken Block
Simpatico Software Systems, Inc.
20 Altieri Way, No. 3
Warwick, RI 02886
Dear Mr. Block:
The Kentucky State Board of Elections received your Request for Voter Registration
Data.
The Board is charged with the duty of assuring that voter registration data is submitted to
only those individuals who qualify pursuant to the requirements of KRS 117.025(3)(h).
This statute provides that the Board shall:
Furnish at a reasonable price any and all precinct lists to duly qualified
candidates, political party committees or officials thereof, or any committee that
advocates or opposes an amendment or public question. The State Board of
Elections may also furnish the precinct lists to other persons at the board's
discretion, at a reasonable price. The board shall not furnish precinct lists to
persons who intend to use the lists for commercial use.
In your request, you state that Simpatico Software Systems, Inc. requests the voter
registration because you are "conducting electronic research to determine the prevalence
of voters voting in multiple states for the 2016 general election."
Simpatico Software Systems, Inc. is not a "qualified- person as provided in KRS
117.025. On April 18, 2017, the Kentucky State Board of Elections reviewed and
considered your request. The Board voted to deny your request as the stated purpose does
not meet the exceptions to commercial use set forth in 31 KAR 3:010.

140 WALNUT STREET
FRANKFORT, KY 40601-3240

Kentudry
,NBRIDLED SPIR,

AN EQUAL OPPORTUNITY EMPLOYER M/F/D

(502)573-7100
FAX (502)573-4369 OR (502)696-1952
WEBSITE: www.elect.ky.gov

If you have future inquiries, please do not hesitate to contact our office.

Sincerely,

Maryellen Allen
Executive Director
State Board of Elections

From: Rob Rock [mailto:rrock@sossi.gov]
Sent: Wednesday, April 26, 2017 1:54 PM
To:'Ken Block' <kblock@simpaticosoftware.com>
Subject: RE: Checking in on my request
Ken,
Below are the numbers you requested. I don't believe that anyone who registered before the Help
America Vote Act would have their DL or SS information in our system. Also, before the voter ID law
took effect, anyone who did not have a DL or SS on file would have had to show ID before voting. Now,
everyone must show ID.
Rob
VOTERS COUNTS WITH NO DMV ID AND SSN
TOTAL_COUNT

CURRENT_VOTER_STATUS
217383

Active

5325

Active with NCOA Change

7670

Inactive

159

Pending

Total Voters: 230,537
Total voters who voted in November 2016 Presidential election and don't have SSN and DMV are

$00:00.
Rob Rock
Director of Elections
RI Department of State I Secretary of State Nellie M. Gorbea
Email: rrockasos.ri.gov I Website: www.sos.ri.qov I Twitter: @RISecState
148 W. River Street, Providence RI 02904 I 401-222-2340
Our Mission: The Rhode Island Department of State engages and empowers all Rhode Islanders by making government more
accessible and transparent, encouraging civic pride, enhancing commerce and ensuring that elections are fair, fast and accurate.

From: Rob Rock [mailto:rrock@sossi.gov]
Sent: Friday, April 14, 2017 3:07 PM
To:'Ken Block' <kblock@simpaticosoftware.com>
Subject: RE: Proof of Citizenship
I don't know for sure about other states but I am pretty sure others states are in the same boat we are.

0

Rob Rock
Director of Elections
RI Department of State I Secretary of State Nellie M. Gorbea
Email: rrocksos.ri.gov I Website: www.sossi.gov I Twitter: @RISecState
148 W. River Street, Providence RI 02904 I 401-222-2340

Our Mission: The Rhode Island Department of State engages and empowers all Rhode Islanders by making government more
accessible and transparent, encouraging civic pride, enhancing commerce and ensuring that elections are fair, fast and accurate.

From: Ken Block [mailto:kblock@simpaticosoftware.com]
Sent: Friday, April 14, 2017 2:49 PM
To: Rob Rock <rrock@sos.ri.gov>
Subject: RE: Proof of Citizenship
I used that because it is one of the easier ones to gin up, along with some of the paper documents listed
in the next tier of identity "proof" documents like a utility bill or bank statement.
So in short, my scenario is possible.
In my opinion, this places an even greater burden on the State to ensure that registered voters actually
exist. This idea that a passive mechanism like waiting for mail to bounce back is effective is conclusively
wrong, based on the empirical data that I am sending you of votes occurring at clearly bad addresses.
Do you know generally if any state deals with my scenario in an active way (i.e. pushing all registered
voters through an identity checking algorithm), or is everyone pretty much where we are?

From: Rob Rock [mailto:rrock@sossi.gov]
Sent: Friday, April 14, 2017 2:36 PM
To:'Ken Block' <kblock@simpaticosoftware.com>
Subject: RE: Proof of Citizenship
Ken,
If John registers, a letter will be sent to 3 Altieri Way indicating that the voter is registered to vote.
Ideally, the business would receive the letter and notify the Warwick Board of Canvassers that 3 Altieri
Way is a business and that no one resides there. If not, John will be registered to vote from that address.

The cities/towns are responsible for their voter registration rolls, not the Secretary of State. A challenge
to a voter's registration would be handled by the local board of canvassers. The Secretary of State
maintains the database but the validation of any and all voter registrations is done at the local level.
Voter ID cards do not list an address but anytime someone requests one, we ensure they are registered
to vote by confirming with the CVRS. We do not do any background checks on a business ID card if one is
presented. In the 5 years I have been issuing voter ID cards, I don't recall anyone ever showing a
business ID as back-up identification.
Rob

0

Rob Rock
Director of Elections
RI Department of State I Secretary of State Nellie M. Gorbea
Email: rrock@sossi.gov I Website: www.sossi.gov I Twitter: @RISecState
148 W. River Street, Providence RI 02904 I 401-222-2340

Our Mission: The Rhode Island Department of State engages and empowers all Rhode Islanders by making government more
accessible and transparent, encouraging civic pride, enhancing commerce and ensuring that elections are fair, fast and accurate.

From: Ken Block [mailto:kblock@simpaticosoftware.com]
Sent: Friday, April 14, 2017 2:23 PM
To: Rob Rock <rrock@sossi.gov>
Subject: RE: Proof of Citizenship
Thanks, Rob.
I want to run a scenario by you, in an attempt to ensure that I understand correctly how voter
registration is handled in RI.

Let's say I, for whatever reason, decided to attempt to register to vote a made up person and actually
cast a vote using that person's non-existent "identity".
So I am going to create out of thin air "John Jacob Jingleheimerschmidt" born on 1/1/1970 and residing
at 20 Altieri Way,#3 in Warwick, RI (that is the address of my business).
While filling out the voter registration form in John's name, I do not enter any info for RI driver's license
or social security number.
As I understand how the voter registration process works right now,John would be duly registered to
vote based on the information that I provided and no checks would be performed to prove or disprove
that John either exists or is registered to vote at a residence.
As long as any voter mail sent to 20 Altieri Way,#3 is not returned as undeliverable, John's registration
will not be looked at by the SoS office unless it is challenged by someone outside of the SoS' office.

To vote, someone assuming John's "identity" would have to visit the SoS office and provide a photo card
from any business, commercial establishment or health club in order to receive a voter ID card. John
provides a photo ID card from a non-existent business.
Does the SoS office make any attempt to confirm the existence of the business for which a photo ID was
produced?
At this point, John can vote in the next election, and will not be looked at again in terms of his eligibility
to vote for any reason unless someone outside of the Secretary of State's office specifically challenges
his credentials.
Do I have this correct?
Thanks
Ken

Presidential Advisory
Commission on
Election Integrity
Hans von Spakovsky
Manager, Election Law Reform Initiative and Senior Legal Fellow,
Meese Center for Legal and Judicial Studies, The Heritage Foundation
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1. The right to vote in a free and fair election is
the most basic civil right, one on which many
other rights of the American people depend.
2. Congress and the states should guarantee

that every eligible individual is able to vote
and that no one's vote is stolen or diluted.
3. Election fraud is real and hundreds of
convictions have been made and
documented,and there are problems with
the accuracy of voter rolls throughout the
I heritage.org/voterfraud
nation.

Pew Center for the States
2012 Study
24 million
VOTER REGISTRIES ARE

INACCURATE
R

OUT OF DATE

2.8 million

people are still
registered to vote

PEOPLE ARE REGISTERED TO VOTE IN

R

TWO OR MORE STATES

DUPLICATES

heritage.org/voterfraud

Government Accountability Institute
2017 Study:"America The Vulnerable: The Problem

of Duplicate Voting

(http://www.g-a-Lorg/wp-content/uploads/2017/07/Voter-Fraud-Final-with-Appendix-tpdf)

• GAI compared voter registration & voter history from 21 states.
• Data represents only 17% of all possible state-to-state comparisons.
• Using "extremely conservative matching" formula, GAI found 8,471
individuals who voted in two different states in Nov. 2016 election.
• Extrapolation to 50 states would likely produce, with "high-confidence,"
around 45,000 duplicates.
• GAI found 15,000 voters registered at prohibited addresses such as "post
office boxes, UPS stores, federal post offices, and public buildings."
• GAI also found voter registered at "gas stations, vacant lots, abandoned mill
buildings, basketball courts, parks, warehouses, and office buildings."
heritage.org/voterfraud

Voter Registration Rate as % of Citizen Voting Age
Population
2016 Election Administration & Voting Survey

Report of U.S. Election Assistance Commission

1. Alaska- 112.13%
2. California- 100.85%

3. Colorado- 102.38%
4. DC- im.68%
5. Indiana- 100.79%
6. Kentucky- 100.27%
7. Maine- mi.61%
8. Michigan- im.81%
heritage.org/voterfraud

New Hampshire Voter Registration Statistics
Office ofSpeaker Shawn Jasper, N.H. House ofRepresentatives
Sept. 7, 2017
(http://www.gcncourtstate.n h.us/house/ newsroom/2o17/Voter%2oRegistration%2oStats.pdt)
•

6,540 individuals registered to vote on Nov. 8, 2016 using an out-of-state driver's license under
the election day registration option.

• N.H.law requires an individual who holds a driver's license from another state to obtain a N.H.
license "w/in 6o days of establishing residency in New Hampshire."
See https://www.nh.govisafety/divisions/dmv/driver-licensing/apply/transfer.htm.

• As of Aug. 30,2017, only 1,014(15.5%)of the voters had obtained a N.H. driver's license.
• As of Aug. 31, 2017,of the remaining 5,526 individuals, only 3.3% has registered an automobile
in New Hampshire.
• As of Aug. 31, 2017,5,313(81.2%)ofthe voters who used an out-of-state driver's license to
register had neither held a N.H. driver's license nor had registered a vehicle in N.H.
• 196 of these voters are being investigated for having voted in New Hampshire & another state.
heritage.org/voterfraud

Heritage Election Fraud Database
heritage.org/voterfraud
. Search county,state & federal court records; contact state Attorneys General
and Secretaries of State offices; investigate local newspaper reports.
•

Heritage Voter Fraud Database documents 1,071 proven incidents of election
fraud ranging from one illegal vote to hundreds, and resulting in the
disenfranchisement of thousands oflawful voters.
>
>
>
>
>

938 Criminal Convictions
43 Civil Penalties
74 Diversion Programs
8 Judicial Findings
8 Official Findings
I heritage.org/voterfraud

Heritage Election Fraud Database
heritage.org/voterfraud
•

Examples ofsome ofthe cases in the database that illustrate the many different ways fraud is committed are in the
following slides.

•

The database is not a comprehensive listing because of the difficulty of obtaining information on unreported cases;
there is no central source for information on election fraud; we continue to add cases every day as we find them.

•

There are many potential cases of election fraud that are not prosecuted and are thus not in the database;the
Public Interest Legal Foundation,for example,recently released a report on 5,556 noncitizens removed from voter
rolls in Virginia, after casting 7,474 ballots. No information on these voters was sent to law enforcementfor
investigation and possible prosecution despite the fact that it is a felony for a noncitizen to register or vote. See
"Alien Invasion II," Public Interest Legal Foundation(May 2017).

•

Similarly, a 2005 GAO report found that up to 3 percent ofthe 30,000 individuals called forjury duty from voter
registration rolls over a two-year period in one federal district court were not U.S. citizens. Yet election officials
were apparently not notified and the U.S. Justice Department did not investigate these individuals to determine if
they had violated the federal law banning noncitizensfrom registering. See Gov't Accountability Office, Elections:
AdditionalData Could Help State and Local Election Officials Maintain Accurate Voter Registration Lists 42
(2005).

I heritage.org/voterfraud

Voting under fraudulent voter registrations that either use a phony name and a
real or fake address or claim residence in a particular jurisdiction where the
registered voter does not actually live and is not entitled to vote.
Location: California
Year: 2000

Location: Washington
Year: 2008

• Edward Barquet and Michelle Corrall
• GOP voter registration employees during the
2000 general election
• Sought to capitalize on a $4 bounty for each
Republican voter successfully registered.
• Submitted multiple fraudulent registrations,
which included false information and forged
signatures.
• Pleaded guilty; each sentenced to serve four
months in jail and a $220 fine, followed by five
years' probation.

•
•
•
•

ACORN
Worst registration fraud in state history
1,762 illegal forms.
The leader, Clifton Mitchell, received three months
in jail.
• Four other ACORN workers on Mitchell's team also
sent to jail.
• ACORN fined $25,000.

I heritage.org/voterfraud

'rrP•111. it VIP PoR,-Voting in the name of other legitimate voters and voters who have died, moved
away, or lost their right to vote because they are felons, but remain registered.
Location: Alabama
Year: 2002

Location:Texas
Year: 2009

• Shasta Nicole Crayton
• Illegally voted in her sister's name.
• Was discovered after her sister later tried to
vote.
• Two year prison sentence reduced to time
served plus two years' probation.

• Lorenzo Antonio Almanza
• Convicted of voting twice in a local school board
election- once as himself and once as his
incarcerated brother.
• Received two years' imprisonment and five
years' probation.

I heritage.org/voterfraud

Vnfir
Registering in multiple locations and voting in the same election in more than
one jurisdiction or state.

Location: Wisconsin
Year: 2011-2012
• Robert Monroe
• Worst multiple voter in WI history- voted
multiple times in five elections from 2011-2012.
• Including five times in Gov. Walker's recall.
• Received a suspended three year prison
sentence, 300 hours' community service, and a
$5,000 fine.

Location: Maryland
Year: 2006 & 2010
• Wendy Rosen, 2012 Democrat candidate for
Maryland's 1st U.S. Congressional District
• Voted in both Florida and Maryland in 2006&
2010 elections
• Pleaded guilty and was sentenced to five years'
probation, a $5,000 fine, and 500 hours of
community service.
• When the fraud came to light, she was forced to
withdraw from the race.

heritage.org/voterfraud

Requesting absentee ballots and voting without the knowledge of the actual
voter; or obtaining the absentee ballot from a voter and either filling it in directly
and forging the voter's signature or illegally telling the voter who to vote for.
Location: Kentucky
Year: 2014

Location: Alabama
Year: 1994

• Mayor Ruth Robinson and co-conspirators
• Targeted residents in public housing and in
Robinson-owned properties.
• Threatened to evict them if they did not sign
pre-filled absentee ballots.
• Also targeted the elderly/offered to buy votes.
• Received 90 months' imprisonment.

• Eleven Greene County residents
• Including county commissioners and a city
councilman.
• Used an assembly line to mass produce
absentee ballots.
• Nine pleaded guilty and the other two were
convicted.

heritage.org/voterfraud
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Forcing or intimidating voters—particularly the elderly, disabled, illiterate, and
those for whom English is a second language—to vote for particular candidates
while supposedly providing them with "assistance."
Location: Texas
Year: 2016

Location: Texas
Year: 2006

• Guadalupe Rivera, former Weslaco city
commissioner
• Illegally assisted a voter by filling out an
absentee ballot in a way the voter did not want.
• Rivera won his re-election bid by 16 votes.
• A judge ordered a new election, which Rivera
lost, after determining there were 30 illegal
ballots cast.
• Sentenced to one year of probation and fined.

• Maria Dora Flores
• Pleaded guilty to illegal assistance after
escorting several voters to their polling place
and filling out and submitting their ballots
without their consent.
• Received two years' probation and fined.

heritage.org/voterfraud

Paying voters to cast either an in-person or absentee ballot for a particular
candidate.

Location: West Virginia
Year: 1990-2004
• Six individuals pleaded guilty
. Engaged in vote buying conspiracies in every
election from 1990-2004.
• Distributed lists with preferred candidates.
• Used liquor, $20 cash payments,and fixing of
traffic tickets to buy votes.

Location: Illinois
Year: 2004
. Precinct Committeemen Charles Powell, Sheila
Thomas,Jesse Lewis, and Kelvin Ellis and
Precinct Worker Yvette Johnson
. Convicted for conspiracy to commit election
fraud
• Used city funds to buy votes.

I heritage.org/voterfraud

N.orii-itri7ipri. VoitiF...
Illegal registration and voting by individuals who are not U.S. citizens.
Location: Illinois
Year: 2006

Location: Alabama
Year: 1996-2008

•

•

•
•

Margarita Del Pilar Fitzpatrick falsely claimed to be a U.S.
citizen when filling out her Motor Voter application.
Illegallyvoted in the 2006 election.
Her fraud was not discovered by election officials; it was
only detected when she applied for naturalization and her
case was investigated by the Department of Homeland
Security.

Year: 2006
•
•
•

•

•
•

Venustiano Hernandez-Hernandez, an illegal alien,
registered to vote under the false identity of Severo
Ben avidez
Obtained a false birth certificate, which he used to
collect Social Security disability benefits and register
to vote.
Voted in elections under the false identity between
1996-2008
Received approximately $80,000 in disability
payments between 2008 and 2012.

Anthony Kimani falsely claimed to be a U.S. citizen when
filling out his Motor Voter application.
Illegallyvoted in the 2004 election.
His fraud was not discovered by election officials; it was
only discovered when he applied for permanent residency
and his case was investigated by DHS.

I heritage.org/voterfraud

Illegal registration and voting by individuals who are convicted felons.

Location: Ohio
Year: 2016
• Jessica Steinke
• She was convicted in 2014 for bail jumping.
• Pleaded no contest to charges that she voted in
the 2016 election despite being a convicted
felon.
• Sentenced to 80 hours of community service, 18
months of probation, and ordered to attend
counseling.

Location: Florida
Year: 2012
• Onakia Lanet Griffin
• Previously convicted of wire fraud, identification
theft, and identity fraud.
• Registered and voted in the 2012 election.
. Sentenced to a fine of $1079.50 and 23 days'
incarceration.

I heritage.org/voterfraud

Changing the actual vote count either in a precinct or at the central location
where votes are counted.
Location: California
Year: 2007 & 2009

Location: Oregon
Year: 2012

• Angel Perales & Mayor David Silva
• Widespread corruption scheme in Cudahy, CA
• Included accepting cash bribes, abusing drugs at
City Hall, and throwing out absentee ballots that
favored election challengers.
• FBI Investigation revealed they tampered with
mail-in ballots in city elections by opening them
and then resealing and submitting votes for
incumbent candidates while discarding votes for
challengers.
• Both pleaded guilty to bribery and extortion
charges.

• Deanna Swenson, Clackamas County elections
official
• Tampered with ballots by filling in blank spots
left by the actual voters.
• Pleaded guilty to official misconduct and
unlawfully altering a ballot.
• Sentenced to 90 days in jail and $13,000 in fines.

I heritage.org/voterfraud
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Forging the signatures of registered voters on the ballot petitions that must be
filed with election officials in some states for a candidate or issue to be listed on
the official ballot.
Location: Indiana
Year: 2008

Location: Michigan
Year: 2012

• Butch Morgan,Jr.
• Former Democratic Chairman for St. Joseph
County
• Worked with co-conspirators from the Board of
Voter Registration to forge over 200 signatures.
• Goal of getting Barack Obama and Hillary Clinton
on the 2008 Indiana Democratic Primary ballot.
• Sentenced to one year in prison.

• Brandon Hall
• Hired by Ottawa County District Court Candidate
Chris Houghtaling to acquire the necessary
signatures for his candidacy.
• Houghtaling reportedly did not care whether the
signatures were collected legally or illegally, and
even assisted in Hall's crime by providing him old
2010 petitions to copy.
• Hall also used a phone book to complete the
ballot petition
• Convicted of ten counts of ballot petition fraud.

I heritage.org/voterfraud
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The National Commission on Federal Election Reform has stated, the problem "is not
the magnitude of voter fraud. In close or disputed elections, and there are many, a
small amount of fraud could make the margin of difference." The U.S. Supreme
Court has concurred with this assessment, noting that known instances of fraud
"demonstrate that not only is the risk of voter fraud real but that it could affect the
outcome of a close election." See Crawford v. Marion County, 553 U.S. 181(2008)
In 2015, a city council election in the New Jersey town of Perth Amboy was decided by a mere 10 votes. A
judge overturned the election and ordered a new one after it was revealed that at least 13 illegal absentee
ballots had been cast.
-> In 2003,a mayoral primary in East Chicago, Indiana, was overturned by the state Supreme Court after
evidence of widespread fraud was revealed. The new election resulted in a different winner.
-> In 2010,the aunt and uncle of John Joseph Rizzo, a candidate for the 40th legislative district in Missouri, falsely
registered so they could vote for their nephew. He won the primary race by one vote.

heritage.org/voterfraud
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In recent years, proactive secretaries of state across the country have taken the lead in securing
American elections. Kansas and Missouri initiated the Interstate Voter Registration Crosscheck
Program on a bipartisan basis to compare state lists and ensure accurate and current voter
registration rolls are maintained. It identifies hundreds of thousands of potentially duplicate
registrations, as well as evidence of double voting. There are now 30 states participating.
Location: Kansas
Year: 2016

Location: Kansas
Year: 2010,2013,and 2014

• James Criswell
• Cast ballots in both Colorado and Kansas in the
2016 election.
• Pleaded no contest to the charge of double
voting and was fined $1,000 and ordered to pay
$158 in court costs.
• Detected through the Interstate Crosscheck
Program.

• Lincoln Wilson
• Voted in both Kansas and Colorado in elections
in 2010,2012,and 2014.
• Pleaded guilty and was ordered to pay a $6,000
fine.
• Detected through the Interstate Crosscheck
Program.

heritage.org/voterfraud

2016 Interstate Crosscheck Comparisor
The voter registration list comparison in 2016 of the states participating in the Crosscheck
Program, similar to the 2012 Pew study, showed hundreds of thousands of potentially duplicate
registrations in multiple states. What is unknown is what steps states took to correct this problem
or to check voter histories to find voters who voted illegally in multiple states:
STATE — Voters Registered in Other States

STATE — Voters Registered in Other States

Alabama — 220,247
Arizona — 240,277
Arkansas — 110,200
Colorado — 257,413
Georgia — 540,245
Idaho — 20,834
Illinois —454,325
Indiana —452,577
Iowa — 129,925
Kansas — 123,502
Kentucky —311,126
Louisiana — 119,207

Massachusetts — 144,587
Michigan — 406,268
Mississippi — 162,288
Missouri — 244,710
Nebraska — 60,766
Nevada — 85,968
New York — 392,365
North Carolina —455,891
Ohio — 386,092
Oklahoma — 89,788
South Dakota — 34,367
Tennessee — 218,641
Virginia —284,618

heritage.org/voterfraud

2013 Presidential Commission on Election Administration
The 2013 Commission appointed by President Barack Obama found that accurate voter
registration lists were essential to the proper management of elections and improving the voting
experience. It found that the lack of quality voter lists directly impacted the ability of people to
vote and even reduced the ability of political parties and election officials to monitor elections to
detect problems, fraud, and other irregularities.

A key area of inquiry for the Commission should be an examination of the extent to which states are using available
databases and other information to verify the accuracy of their voter registration lists — and how often they are doing
so. That includes:
•
•
•
•
•
•

State departments of motor vehicles and corrections records
State and county tax and vital statistics records
Federal and state jury declination information
Commercial databases and services such as Google Earth
Federal records such as the Systematic Alien Verification for Entitlements database, Social Security Administration
death records, and the Federal Bureau of Prisons conviction records
The National Change of Address system maintained by the U.S. Postal Service.

I heritage.org/voterfraud

Voter Intimidatk
The correct legal term for "voter suppression" is actually voter intimidation. Section 11b of the
Voting Rights Act of 1965 (52 U.S.C. §10307) make it unlawful for anyone to "intimidate, threaten,
or coerce, or attempt to intimidate, threaten, or coerce any person for voting or attempting to
vote."
According to the website of the Voting Section of the Civil Rights Division of the U.S. Department
of Justice, which is charged with enforcing 11b, only two cases have been filed under this
provision:
United States v. New Black Panther Party (E.D. Pa. 2009)- On January 7, 2009, DOJ filed a complaint against the
New Black Panther Party in the Eastern District of Pennsylvania over violations of Section 11(b) of the Voting Rights
Act, including intimidation of voters and those aiding voters.
United States v. Ike Brown and Noxubee County, MS (S.D. Miss. 2005) — In 2007,a federal district court entered a
remedial order after finding a wide range of discriminatory and illegal voting practices in violation of the Voting
Rights Act.

heritage.org/voterfraud

Overseas Military and Civilian Voters
The Uniformed and Overseas Citizen Absentee Voting Act guarantees the rights of military
personnel and their families and civilians who are located overseas to vote by absentee ballot in
our elections. Unfortunately,the disenfranchisement rate of overseas Americans is very high.
In its 2016 report, the U.S. Election Assistance Commission found that only 68.1 percent of
requested UOCAVA ballots were returned to election officials.
Of the completed UOCAVA ballots rejected by election officials, 44.4 percent were not counted
because they were received after the applicable deadline. This illustrates the problems that
Americans stationed in remote areas of the world have in voting due to the long delays in mail
service.
This is an important issue that the Commission should investigate to determine if there are any
changes that can be made to improve the ability of American abroad to participate in our
elections.
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Threat models and the tools of the industry
—> From an attacker's point of view
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Is our threat model up to date?
... actually it's the wrong threat model
People outside of the cyber realm have traditionally considered
the threat to be a dishonest candidate cheating to win
4 Nation-state attacker motivations are harder to predict than that
4 If the motivation is just to cause distrust and chaos, it opens new attack vectors
Thinking that hackers cannot do wholesale attacks without the Internet is wrong
There are many ways to attack the system on a wholesale basis
from the Internet without real-time Internet connectivity
-) Even computer viruses infecting consumer computers outdate
availability of Internet to the consumers
The tools are cheap and available to all
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Some attack surfaces
... and sample tools
USB
Central tabulator computers, voting machines and epollbooks all have these
-) Also many voting vendors rely on USB devices in their designs
WiFi
-) Attacker may be able to leverage personal devices present in sensitive locations
as the point to leverage access
Barcodes
Barcodes are used in ballots, and epollbooks can read driving licenses etc

411T=E=11
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USB is everywhere
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USB is everywhere
... and sometimes hiding in a plain sight
USB is basically integrated into every device you use
Computers
USB memory sticks
Printers
• (Video)cameras
Mobile phones
In voting technology they're used to :
, Store encryption keys
Transfer election results from the central tabulator to the reporting system
• Read and program election information cartridges etc

IIIIIIIEIM=fWIDITTP
02016 Nadc Innovation Laps All Rig Its Reserved

MIIT=11
November 72, 2016

[NO 9Prclic

USB is everywhere
... and it is never 'just a cable or disk'
USB device are always controlled by a miniature computer
A USB memory stick is an active computer, which responds to the computer's requests to read / write data
Even your USB charger is an 'intelligent' device which talks with the device to be charged
If the programming of the USB device cannot be trusted, nothing the device communicates can be trusted
. ... but about half of the devices are reprogrammable
... and the computers like to trust them
... and the standard has serious flaws, the issues are not bugs
... and the devices are unidentifiable from each other
the serial number is optional and usually non-existent on many of the devices

iIWdI41r=11
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USB is everywhere
... and it can bring many things to the table
USB device can be from many classes
Storage
Printer
, Display
Camera
Keyboard
, Mouse
. Network adaptor (wireless, Ethernet, Bluetooth, whatever)
TV/Radio
Etc etc etc

1111111MINMEIMMENIIITM14Z411TME=M1
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USB is everywhere
... and it is flexible
It can have many identities and described functionalities
I am your Disk and Keyboard with Mouse
It can change its mind any time
USB device can register and de-register itself and the services it provides
Become a keyboard only 12 hours after been plugged in, and only for 20 seconds
USB can register to be a display
... and ask to be a mirror display of the primary screen
Now it can see everything you see, and either use it for autonomous attacks or send it to the Master
... and it has enough horsepower to OCR the content for attack directing

iiimmnimmfystrvp
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USB is everywhere
... and it can easily take the control to seriously undermine network security
As a programmable device, USB device is intelligent
malicious features only after trigger activity observed
USB device can announce itself to be a network device
Windows will prefer wireline network connection over wireless
... and then some good old Ethernet spoofing and other fun stuff
Scenario : USB device spoofs Ethernet adapter
USB device replies to DHCP query with DNS evil server on the Internet, but without default gateway
Internet traffic is still routed through the normal WiFi connection
DNS queries are sent to the evil server, enabling a redirection attack
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USB is everywhere
... and it can easily take the control to seriously undermine network security
As a programmable device, a USB device is intelligent
malicious features only after trigger activity observed
USB device can present itself tas a network device
Windows will prefer wireline network connection over wireless
... and then some good old Ethernet spoofing and other fun stuff
Scenario : USB device spoofs Ethernet adapter
USB device replies to DHCP query with DNS evil server on the Internet, but without the default gateway
Internet traffic is still routed through the normal WiFi connection
DNS queries are sent to the evil server, enabling a redirection attack
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CONFIGURE MODULES
Set it up for Remote Access. Man-in-the-Middle or Network Reconnaissance.

id
DEPLOY ON LAN
Disguised as a USB Ethernet Adapter,it easily blends in with your target network.

MAINTAIN ACCESS
Get a shell on your home server or cloud VPS over SSH.OpenVPN. Meterpreter and more.
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BASH BUNNY
$99.99 --$149799
WORLD'S MOST ADVANCED
USB ATTACK PLATFORM.

Bash Bully

It opens up attack surfaces that weren't possible
before in one single device. Penetration testing
attacks and IT automation tasks are all
delivered in seconds with the Bash Bunny. By
emulating combinations of trusted USB devices
— like gigabit Ethernet, serial, flash storage
and keyboards - computers are tricked into
divulging data, exfiltrating documents,
installing backdoors and many more exploits.
It features a simple scripting language that you
can write in any text editor like notepad. The
growing collection of payloads are hosted in a
single library - so finding the right attack is
quick and easy. Setting up Bash Bunny attacks

_Bash Bunny
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About barcodes
... can barcodes assist in a jailbreak?
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About barcodes
... What is a barcode?
A barcode is an optical machine-readable representation of data relating to the object to which it is attached;
Originally barcodes (10) systematically represented data by varying the widths and spacings of parallel
Common nnisconseption : 1D barcodes are safe and limited compared to 2D barcodes

11 11
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About barcodes

1--

... What is a barcode?
Wikipedia

A barcode is an optical machine-readable representation of data relating to the object to which it is attached;
Originally barcodes(10) systematically represented data by varying the widths and spacings of parallel
Many barcode scanners are keyboard emulation device
Some barcode protocols, like Code 128, supports ASCII control characters
• Almost every barcode scanner supports Code 128 by default
Almost every barcode scanner has its own additional keyboard emulation features
Common Hotkeys registered by many programs, like: CTRL+0, CTRL+P can be sent directly
ADF (Advanced Data Formatting) makes it possible to also send GUI+ keys and for example "right shift"
Very often reading a barcode is the equivalent of letting something unknown be typed with the keyboard!
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Crash into the WiFi world
WiFi is everywhere

1 stiii)(4.

WiFi is extremely convenient
One can set their devices to automatically pair with
the office network and other networks frequently visited
The devices automatically connect into paired networks
WiFi is an attack surface almost always
- If the target system does not have WiFi, the people
around the system do have wireless devices which
may be useful for the attacker to gain intelligence
and/or a beachhead to carry out an attack

02016 Rads Innovation Lets All Rights Reserved
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Crash into the WiFi world
WiFi management is not secure
Management frames :
Define network SSID, crypto (beacons)
Control client access (probe request, response)
Not authenticated
. Not encrypted
_ New standards seek to address this in the future

iiimmnimmffpgrvf
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Crash into the WiFi world
How does it connect?
Finding a WiFi network is really easy
Networks are really noisy (radios are noisy by design)
Access point beacon talks all the time, up to 10x a second
Even 'hidden' networks make noise when someone talks to it
. No way to really hide

iiimmnimmfrotrwt
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Crash into the WiFi world
How does it connect?
Clients constantly look for networks to join
And often tell us every network they'd like to see (every network they are paired with)
Just as easy to find as networks
... and they get very noisy when they cannot find a network to join
Also they are very trusting, way too trusting
. If network answers 'I am foo', it must be foo. Right?
So if an attacker has a stronger radio than your real Access Point
. You may not be talking to who you think you're talking to
EvilAP also called as Evil Twin or Bad Karma
Answer ALL probe requests as the ultimate Yes Man
. Are you "Free Public Wifi"? Sure am.
Are you "My Secure Corporate Network"? Yup!

iiimmnimmfrotrwl
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Crash into WiFi world
Disruption can a step on the way
If one first sets up Evil AP
... and then spoofs real AP asking clients to disconnect
... and then the clients automatically reconnect

Attacker
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Pwn PhoneTm (16GB)
$1,095.00
I want to be notified when the newest Pwn Phone is available:

Don't want to wait for a Pwn Phone? Check out our Pwn Pad
The world's most advanced penetration testing device now fits in
your pocket. The high-speed, lightweight LG Nexus 5 smart
phone has unprecedented ease of use in evaluating wired,
wireless, and Bluetooth networks.
• Ideal choice for on-the-road pen-testing and onsite
assessments
• Includes more than 100 open source testing tools
• includes the LG Nexus 5 Pwn Phone, protective case, 3
adapters, OTG cable
Out ofstock
SKU: HR1410 Category Sensors
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Power Pwn
$1,995.00
THE POWER PVVN HAS BEEN DISCONTINUED and has been
replaced with the Pwn Plug R2.
Building on the game-changing success of the Pwn Plug, the
Power Pwn is a fully-integrated, patent-pending, enterprise-class
penetration testing platform.
• Ingenious form-factor and highly-integrated/modular
hardware design
• Covers the entire spectrum of a full-scale pentesting
engagement,from the physical-layer to the application-layer
Out of stock
SKU: HR1 500 Category: Sensors
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VoCore2: $4 Coin-sized Linux
Computer with WiFi
Coin-sized Linux computer & smart router, target to
make wireless life easier, fully open source.
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Data Mining for Potential Voter Fraud
Findings and Recommendations

I

Simpatico
software systems

Does voter fraud exist?
Most studies don't look for fraud
No government agency is looking for voter fraud
Getting data from all 50 states is very difficult
If you do not search for it, you will not find it

Challenges to looking for voter fraud
Some states deny access to data
Some states make access to data cost prohibitive
States do not provide all of the same data elements

The variability in access, quality, cost and
data provided impedes the ability to
examine voter activity between states
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Finding: Indicators of potential voter fraud
Every state showed a percentage of duplicate voting
Approximately 8,500 pairs of duplicate votes among 21
states
Approximately 200 couples voted together in two
different states

We extrapolate that there would be 40,000
duplicate votes if data from every state
were available

Voting twice is a felony
Up to 5 years in prison
Up to a $10,000 fine
These pairs of votes are either:
One person voting twice
One person voting properly and the matched vote is a case of
impersonation
Some form of clerical error

Methodology
We matched potential duplicate votes based on full first
and last names and full dates of birth.We allowed for
variability in middle names by using'fuzzy matching'.
( Potential matches were then screened by a commercial
database vendor with access to financial data including
full Social Security numbers.
Only pairs of votes where the social security numbers
matched are counted as high-confidence matches.

Is a sample of 8,500 duplicate votes meaningful?
Millions of fraudulent votes not needed for huge impact
George VV. Bush became president by 537 votes in
Florida for an election where 5,825,043 votes were cast
Those 537 votes represented .0000921 of the
Florida vote
Roughly 2,200 duplicate voters cast a ballot in the
2016 presidential election in Florida,four times
Bush's margin of victory in 2000

These votes can impact state and local elections
More than 200 duplicate votes cast in Orlando

Focus: Can a fake voter cast a ballot?
Finding:Yes, In Rhode Island
O Confirmed by Rhode Island Secretary of State Gorbea
O No Social Security number,no driver's license
O Utility bill accepted as proof of identity forVoter ID
card

nationalgri

JOHN JACOB JINGLEHEIME
20 ALTIERI WAY UNIT 3
WARWICK RI 02886

Jun 13,2017 to Jul 12 2017

NATURAL GAS BILL
wiew.nationaIgriclus.conn
CUSTOMER SERVICE
1-800-322-3223
CREDIT DEPARTMENT
1-888-211- 1313
GAS EAIERGENC ES
1-800-840-1595
POVER OUTAGE OR DOIANED uNE
1-800-465- 1212
CORRESPONDENCE ADDRESS
PO Box 980
Northborough, MA 01532-0980
PAYMENT ADDRESS
PO Box 11739
Newark. NJ 07101-4739

ACCOUNT NUMBER

P.E ASt PAY BY

67XXX-XXX

Aug 6,2017

A VC UN' DUE

$ 55.00

ACCOUNT BALANCE
Previous Balance

154.02

Payment Received on JUN 15(ACh)

- 122.54

Balance Forward

31.48
+ 23.52

Current Charges
Amount Due ...

$ 55 00

To avoid late payment charges of f.25%, S 55.00 must be received by Aug 62017

SUMMARY OF CURRENT CHARGES
DEuvERY

DATE BILL ISSUED
Jul 13,2017

SUPPLY OTHER CiARGES/
SGIIVIL•tb

Gas Service

22_81

Other Charges/Adjustments
Total Current Charges

$ 22.81

ALIJUSI Mtn!'

.00

11-1 IAL

22.81
0.71

0.71

$ 0.71

$ 23.52

Save time and money! Sign up for paperless billing and receive a $ 0.34 credit on
your monthly bill, Visit our website to enroll today.
t>

What is the Energy Efficiency Charge on my bill? This charge funds Energy
Efficiency programs that can help consumers lower their energy usage and bills,
improve comfort in their homes or businesses, and lower pollutants and carbon
emissions in our communties. To learn how to take advantage of these programs
and your eligibility , please call 1-866-903-2811 or visit www.igrid.comiri-ee.

*

WILL WE BE ABLE TO REACH YOU DURING A POWER OUTAGE?. During a
power outage, phones with a direct link to a local phone line are able to operate
Phones that are not directly linked (for example,wireless phones with answering
machines) need electricity to make/receive calls. If you would like to register
another phone number,such as a cell phone,as your account's primary phone
number, please go to www.nationalgrid com/yaunt.
to Lpdate your

Gas Usage History
Month
ki 16
Aug 18
Sep 18
Oct 18
Nov 18
Dec 18
Jan 1 i

Therms
on
00
01
00
12
48
02

Month
Feb17
Mar 17
Apr 17
May 17
Jun 17
Jull 7

Them
75
46
50
CO
C4
CO

Focus: How many voters cannot be identified by
their data?
30.7% of 2016 votes in Rhode Island were cast by voters
with no identifying information in voter registration
database
Impossible for State to maintain these voters
At least RI's Voter ID law requires positive ID to vote
It is vitally important to know how many voters in
each state cannot be identified by their data

Conclusion: Sample results indicate significant
issues
• Data is not standardized between state
• Poor data quality in some states
Lack of transparency — data not available from some
states
• Indicators of potentially fraudulent votes
• Ineffective oversight in some states
• Lack of mechanism to enforce federal election integrity

Recommendation: More analysis is needed
Analyze the other 29 states for duplicate voting
Look for duplicate voting in federal primaries
Determine votes made from non-residential addresses
Analyze potentially fraudulent votes by registration type
Use federal databases to help determine eligibility to
vote

Most importantly
Our elections infrastructure is susceptible to hacking
Most of the USA's 3,000+ counties are responsible for
their own elections infrastructure
Voting machines have been proven readily hacked
State and county responses are not commensurate with
the seriousness of this problem which impacts local, state
and federal elections

Summary
Analysis indicates a high likelihood voter fraud.There is
likely much more to be found
Results are verifiable and re-creatable
A comprehensive,data-driven understanding of our
country's voting integrity does not exist
This is a not a red issue or a blue issue

STATE OF NEW HAMPSHIRE
House of Representatives
107 North Main Street
Concord, NH 033014888
SHAWN N. JASPER
SPEAKER OF THE HOUSE

August 16,2017

William M, Gardner
Secretary of State
State of New Hampshire
Commissioner John Barthelmes
Department of Safety
State of New Hampshire
Dear Secretary Gardner and Commissioner BantleImes:
Please provide the General Court with any available statistical information on
the findings of your efforts to insure the accuracy and validity of New Hampshire's
voter checklists through matching records of registered voters with the records of the
Department of Safety. RSA 654:45, IV (h)authorized,and it is my understanding the
Departments ofState and Safety have initiated, a system for matching records for the
purpose of"verifying the accuracy of the information contained in the voter database,"
This statute provides that The commissioner of safety may authorize the release of
information from motor vehicle registration and driver's license records to the extent
that the information is necessary to department of state and department ofsafety
cooperation in a joint notification to individuals of apparent discrepancies in their
records and to the extent that the information is necessary to resolve those
discrepancies."
Statistical information on your current findings as a result of this work will
assist the Legislature in assessing the current election laws and any hills proposing to
change those laws in the upcoming session. understand that these efforts to match
records are required by the federal Help America Vote Act as part ofa requirement
that states act to keep voter checklists accurate and identify those who fraudulently
register to vote, is this system of verification effective? At any given election, what
percentage of newly-registered voters have a record with discrepancies between their
voting and motor vehicle/driver's license records? Does the matching process
generate cases that require additional follow-up? Concerns have been raised with
whether the current laws governing voter registration, vehicle registration, and driver
licensing are effective at addressing an increasingly mobile population. As people

`TOD Access: RELAY1

3111:3,4101.10NE5s60.S? Z73-3083

(2)

move into New Hampshire,out of New Hampshire„ and between different towns and
cities in New Hampshire, how effective are our laws at insuring voter registration,
vehicle registration, and driver licensing is kept current? Do individuals who register a
vehicle or obtain a driver's license also register to vote? Do those who register to vote
in New Hampshire also obtain a driver's license or register a vehicle in New
Hampshire? If additional education or enforcement regarding these rights and
obligations were authorized,are there particular regions ofthe state or demographic
groups where such efforts would be most beneficial?
This request is only for statistical information; this request does not seek
identification of or information on any particular individuals.
Thank you for your assistance.
Sincereiy,

Shawn N. tasper
Speaker of the House
cc:

Senate President Charles W. Morse
Sen. Regina Birdsell, Chair,Senate Election Law and Internal Affairs Committee
Rep. Barbara Griffin, Chair, House Election Law Committee

Presentation to Presidential
Advisory Commission on
Election Integrity: A suggestion
and some evidence

John R Lott, Jr.
Crime Prevention
Research Center
crimeresearch.org

How to check if the right
people are voting
• Republicans worry about voting by
ineligible people.
• Democrats say that Republicans are
just imagining things.

How to check if the right
people are voting
• Republicans worry about voting by
ineligible people.
• Democrats say that Republicans are
just imagining things.
• Something that might make both
happy?
— apply the background check system for
gun purchases to voting

Democrats' views on the National
Instant Criminal Background Check
System (NICS)
• Democrats have long lauded background checks on
gun purchases as simple, accurate, and in complete
harmony with the second amendment right to own
guns

Democrats' views on the National
Instant Criminal Background Check
System (NICS)
• Democrats have long lauded background checks on
gun purchases as simple, accurate, and in complete
harmony with the second amendment right to own
guns
• Senate Minority Leader Chuck Schumer(D-NY) has
bragged that the checks "make our communities and
neighborhoods safer without in any way abridging
rights or threatening a legitimate part of the American
heritage."

Democrats' views on the National
Instant Criminal Background Check
System (NICS)
• Democrats have long lauded background checks on
gun purchases as simple, accurate, and in complete
harmony with the second amendment right to own
guns
• Senate Minority Leader Chuck Schumer(D-NY) has
bragged that the checks "make our communities and
neighborhoods safer without in any way abridging
rights or threatening a legitimate part of the American
heritage."
• If NICS doesn't interfere "in any way" with people's
constitutional right to self defense, doesn't it follow
that it would work for the right to vote?

What NICS Does
• Determines
• criminal histories(felonies and for
misdemeanor domestic violence)
• whether a person is an illegal alien, has
a non-immigrant visa, or has renounced
his citizenship
• NICS doesn't currently flag people who
are on immigrant visas, but that could
be added

However, many will likely
argue that NICS will "abridge"
voting rights.
• Most obvious objection is the cost
—fees that gun buyers have to pay on private
transfers can be quite substantial, ranging
from $55 in Oregon to $175 in Washington,
DC

• But a solution would simply be that
states pick up this cost

Evidence of Voter Fraud and
the Impact that Regulations to
Reduce Fraud have on Voter
Participation Rates

• Current debate, Trade off ignored in US debate
Making voting more costly
— Increasing return to voting

• Current debate, Trade off ignored in US debate
— Making voting more costly
— Increasing return to voting

• Difficult to evaluate whether people perceive vote
fraud as a significant problem
— Problems with Polling
— Other research looks at Photo IDs in isolation from other
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• Difficult to evaluate whether people perceive vote
fraud as a significant problem
— Problems with Polling
— Other research looks at Photo IDs in isolation from other
voting laws

• Almost 100 countries require that voters present a
photo ID in orders to vote.

Is it useful to look at percentage of
the population with Government
issued Photo IDs?
• Discussion typically ignores that people can adjust
their behavior.
— Just because they don't have a photo ID at some point in
time (when they may not have any reason to have such an
ID), doesn't imply that they won't get one when they have a
good reason to do so.

• A better measure is probably percent of those
registered to vote before IDs were required who have
driver's licenses.
— But even that ignores the fact that many voter registration
lists have not been updated to remove people who have died
or moved away

Mexico's 1991 Election Reform
• Many would view Mexico's requirements to get a ID to
vote as draconian.
• Only one type of ID accepted to vote. Contains both a
photo and thumbprint.
• Must go in person to register and go in again to pick up
the ID.
— At least immediately after the reform, distances needed to travel
to get the IDs could be substantial.
• Must show a birth certificate or other proof of citizenship,

another form of government issued photo identification,
and a recent utility bill.
• Reform banned absentee ballots

• So what would these new requirements
do to voter turnout?
• Also, remember that turnout in elections
prior to 1991 had been plagued by well
acknowledged ballot box stuffing. Few
take voter participation rate data
seriously prior to late 1980s.

Voter Participation Rate in Mexican
Presidential Elections After 1991 Vote
Fraud Reforms
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Alternative Predicted Impacts
of Voter IDs
• Explaining reduction in measured voter
participation rate
— Higher cost of voting As the cost of voting
goes up, fewer people will vote
(Discouraging Voter Hypothesis)

— Elimination of Fraud
— Thus reduced participation rate may not be
bad.

• Why you can get an increased voter
participation rate
— Ensuring Integrity Hypothesis

• All can be occurring simultaneously.
• Question is what dominates.

• How to disentangle the possible effects that voting
regulations can have?
• The simplest test is whether different voting
regulations systematically alter voter participation
rates for different groups supposedly at risk
• The second and more powerful test is to examine
what happens to voter participation rates in those
geographic areas where voter fraud is claimed to
be occurring. If the laws have a much bigger
impact in areas where fraud is said to be
occurring, that would provide evidence for the
Eliminating Fraud and/or Ensuring Integrity
hypotheses.

• Voting Regulations
• Rules that make fraud harder
— Photo ID
— Non-Photo ID
Provisional ballots? (John Fund (2004))

• Rules that make fraud easier
— Same day registration
— Absentee ballots, particularly without an excuse
Registration by mail
— Voting by mail
— Pre-election in poll voting

Lots of Different Regulations
can impact Voter Turnout
• Campaign finance laws
— Entrenching incumbents lowers turnout
— May not change total amount spent, but by
changing who is spending it, can make the
money spent less efficiently.

• Other factors also matter
— Races for presidency, governorship, and
senate, and the closeness of those races
— Number and type of ballot initiatives,
demographics, income, economy

Data
• The data here constitute county level data for
general and primary elections. The general
election data goes from 1996 to 2004. For the
primary election, the data go represents the time
period from July 1996 to July 2006 for the
Republican and Democratic primaries.
• Why county level data?
— Generally have much bigger demographic differences
within than across states.

Table 1: Number of States with Different Voting Regulations from 1996 to July 2006
Regulation
Voting Regulation
Photo ID(Substitutes allowed,
the one exception wasIndiana in
2006, which did not allow
substitutes)
Non-photo ID
Absentee Ballot with No Excuse
Provisional Ballot
Pre-election day in poll
voting/in-person absentee voting
Closed Primary
Vote by mail*
Same day registration
Registration by mail
Registration Deadline in Days

Year
1996

1998

2000

2002

2004

2006

1
15
10
29

2
14
14
29

4
10
21
26

4
25
21
36

6
44
24
44

8
45
27
46

8
21
0
3
46
22.94

10
19
0
3
46
23.45

31
')",
1
4
46
23.49

31
29
1
4
46
23.00

34
30
1
4
49
22.75

36
24
2
6
50
22.31

* Thirty-four of Washington State's counties will have an all-mail primary election in 2006,but it is after the period studied in
this paper. "In the counties with operational poll sites for the public at large, which include King,Kittitas, Klickitat, Island,and
Pierce, an estimated 67 percent ofthe electorate will still cast a mail ballot." US State News,"Office ofSecretary ofState
Warns: Becautious with your primary ballots — splitting tickets to cost votes," US State News(Olympia, Washington), August
29,2006.

Table 2: The Average Voter Turnout Rate for States that Change Their Regulations: Comparing
When Their Voting Regulations are and are Not in Effect(Examining General Elections from 1996 to
2004)

Photo ID (Substitutes
allowed)
Non-photo ID
Non-photo ID
(Assuming that Photo
ID rules are not in
effect during the years
that Non-photo IDs
are not in Effect)
Absentee Ballot with No
Excuse
Provisional Ballot
Pre-election day in poll
voting/in-person absentee
voting
Sarne day registration
Registration by mail
Vote by Mail

Average Voter
Turnout Rate During
Those Elections that
the Regulation is not
in Effect
55.31%

Average Voter
Absolute t-test
Turnout Rate During statistic for whether
Those Elections that these Averages are
the Regulation is in
Different from Each
Other
Effect
1.6154
53.79%

51.85%
51.92%

54.77%
54.77%

7.5818***
7.0487***

50.17%

54.53%

10.5333***

49.08%
50.14%

53.65%
47.89%

12.9118***
3.8565***

51.07%
50.74%
55.21%

59.89%
62.11%
61.32%

7.3496****
13.8353***
3.7454***

*** F-statistic statistically significant at the l percent level.
** F-statistic statistically significant at the 5 percent level.
* F-statistic statistically significant at the 10 percent level.

Trying to account for different
Factors that are changing
• First sets of estimates control for the
factors discussed
— No change in voter participation rates from
voter Photo ID laws

• Break down results by race, gender,
and age to examine differential impact
of Photo ID laws
— No real systematic differences

Table 3: Explaining the Percent ofthe Voting Age Population that Voted in General Elections from
1996 to 2004 (The various control variables are listed below, though the results for the county and
year fixed effects are not reported. Ordinary least squares was used Absolute t-statistics are shown in
parentheses using clustering by state with robust standard errors.)
Endogenous Variables
Voting Rate
Control Variables
Photo ID (Substitutes
allowed)
Non-photo ID
Absentee Ballot with No
Excuse
Provisional Ballot
Pre-election day in poll
voting/in-person
absentee voting
Closed Primary
Vote by mail
Same day registration
Registration by mail
Registration Deadline in
Days
Ntunber ofInitiatives
Real Per CapitaIncome
State tmemploymentrate
Margin in Presidential
Race in State
Margin in Gubernatorial
Race
Margin in Senate Race
Initiatives by Subject
Adj R-squared
F-statistic
Number of
Observations
Fixed County and Year
Effects

Ln(Voting Rate)

(1)

(2)

(3)

(4)

(5)

(6)

-0.012(0.6)
-0.011(1.50)

-0.0009(0.1)
-0.010(1.3)

0.0020(0.2)
-0.0050(0.6)

-0.0407(0.9)
-0.039(2.0)

-0.0195(0.5)
-0.034(1.62)

-0.0164(0.4)
-0.0215(1.0)

0.0015(0.2)
0.0081(1.4)

-0.0002(0.0)
0.0076(1.2)

0.0063(0.4)
0.0139(0.9)

-0.0003(0.0)
0.0120(0.7)

-0.0183(2.4)
-0.005(0.8)
0.0167(1.7)
0.0244(2.0)
-0.002(0.1)

-0.0145(1.7)
-0.0036(0.5)
-0.0145(0.4)
0.0221(1.6)
0.0122(0.5)

-0.0520(2.8)
-0.0037(0.2)
0.0107(0.4)
-0.0004(0.0)
-0.0333(1.2)

-0.0453(2.2)
0.0047(0.2)
-0.0803(0.9)
-0.0093(0.2)
0.0143(0.3)

-0.0003(0.3)
0.0002(0.1)
-8.60E-07
(0.4)
-0.0010(0.2)

-0.0005(0.5)
-0.0054(1.7)
-9.84E-09
(0.0)
0.0003(0.1)

-0.0006(0.3)
-0.0022(0.5)
-5.30E-06
(1.3)
-0.0067(0.6)

-0.0013(0.5)
-0.0195(2.0)
-3.68E-06(1.1)
0.0000(0.0)

-0.0011(2.2)

-0.0010(2.1)

-0.001 (1.8)

-0.0022(1.6)

-0.0020(1.6)

-0.0023(1.5)

-0.0005(1.6)
-0.0001(1.0)

-0.0004(1.3)
-0.0001(0.8)

-0.0005(1.7)
-0.0001(0.7)

-0.0012(1.2)
-0.0001(0.3)

-0.0012(1.3)
-0.0001 (0.2)

-0.0015(1.4)
-0.0001(0.3)

.8719
117.45

.8828
260.55

.8890
13852387

0.7958
75.89

0.8118
164.02

0.8189
7429623.34

16028
Yes

14962
Yes

14962
Yes

16028
Yes

14962
Yes

14962
Yes
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Hot spots of voter fraud
• The impact of this Ensuring Integrity
Hypothesis should be strongest where
fraud is believed to be most common.
• American Center for Voting Rights
— Cuyahoga County, Ohio
— St. Clair County, Illinois
— St. Louis County, Missouri
— Philadelphia, Pennsylvania
— King County, Washington
— Milwaukee County, Wisconsin

• Evidence that requiring voter IDs actually increases
turnouts.
• Ironically, while Republicans have been the ones
pushing hardest for the new regulations, it appears
as if the Democrats might actually be the ones who
gain the most. These fraud "hot spots" that
experience the biggest increase in turnout tend to be
heavily Democratic.

Table 8: Examining Whether the Six "Hot Spots" Counties Identified by the American Center for
Voting Rights as Haying the Most Fraud: Interacting the Voting Regulations that can affect fraud
with the six "Hot Spots" Using Spec ification 3 in Table 2 as the base (The six "hot spots" are
Cuyahoga. County, Ohio; St. Clair County, Illinois; St. Louis County, Missouri; Philadelphia,
Pennsylvania; King County, Washington; and Milwaukee County, Wisconsin. Absolute t-statistics are
shown in parentheses using clustering by state with robust standard errors.)
A)Interacting Voting Regulations with Fraud "Hot Spots"
Impact of Voting Regulations in "Hot
Spots"
Coefficient
I Absolute t-statistic
Voting Regulations that can Effect Fraud
Dropped
Photo ID (Substitutes allowed)
Non-photo ID Required
Absentee Ballot with No Excuse
Provisional Ballot
Pre-election day in poll voting/in-person
absentee voting
Closed Primary
Vote by mail
Same day registration
Registration by mail
Registration Deadline in Days
Adj R-squared
F-statistic
Number of Observations
Fixed County and Year Effects

0.031
0.003
0.006
0.033

1.95*
0.2
0.4
2.26**

-0.005
0.0002
0.008
-0.014

0.61
0.03
1.14
1.73*

0.28

-0.004
-0.014
0.022
0.012
-0.001

0.46
0.39
1.57
0.52
0.54

Dropped
-0.005
Dropped
0.022

Impact of Voting Regulations for
All Counties
Coefficient
Absolute t-statistic
0.002
0.17

2.03**

0.8890
120907.07
14962
Yes

B)Interacting Voting Regulations with Fraud "Hot Spots" as well as Interacting with the Closeness ofthe Gubernatorial
and Senate Races(Closeness is measured by the negative value of the difference the share ofthe votes between the top
two candidates)
Impact of Voting
Impact of Voting
Impact of Voting
Regulations in "Hot Spots" Regulations in "Hot
Regulations for All
Interacted with Closeness
Spots" Interacted with
Counties
of Senate Races
Closeness of
Gubernatorial Races
Voting Regulations that can Effect Fraud Coefficient
Absolute tCoef
Absolute
Coef
Abs. tstatistic
t-statistic
statistic
Dropped
Dropped
Photo ID (Substitutes allowed)
0.0021
0.17
Non-photo ID Required
-0.0023
3.98***
-0.0017
0.78
-0.0051
0.61
Absentee Ballot with No Excuse
-0.0012
1.12
-0.0055
3.58***
-0.0002
0.02
Provisional Ballot
-0.0030
0.0026
1.83*
0.0076
1.16
1.69*
Pre-election day in poll voting/in-person
0.0026
3.75***
0.0064
1.88*
-0.0145
1.73*
absentee voting
-0.0035
0.44
Closed Primary
Dropped
Dropped
Vote by mail
-0.0145
0.4
Same day registration
-0.0046
2.28**
0.0237
6.48***
0.0221
1.58
Registration by mail
-0.0008
0.28
-0.0025
2.91***
0.0124
0.52
Registration Deadline in Days
0.0001
1.71*
0.0001
1.67*
-0.0005
0.54
Adj R-squared
0.8891
600520.5
F-statistic
14962
Number of Observations
Fixed County and Year Effects
Yes

*** t-statistic statistically significant at the 1 percent level for a two-tailed t-test.
** t-statistic statistically significant at the 5 percent level for a two-tailed t-test.
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Goal 1/4

Improve Security

Goa! 2/4

Outcomes that are correct.

Goal

4

Outcomes perceived correct.

Goal 4/4

Outcomes verifiably correct.
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Challenge 1/4

Secret Ballots.

Challenge 2/4

Diverse voters and elections.

Challenge 3/4

Adversaries!

Challenge 4/4

No free lunches,
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Principle 1/4

Election integrity is nonpartisan.

Principle 2/4

It takes a thief...

Principle 3/4

Adversaries attack weakest link.

Principle 4/4

Detect and Recover.

Outline
• 4 Goals
• 4 Challenges
• 4 Principles
• 4 Myths
• 4 Tools
• Example: hypothetical NH post-election audit

Myth 1/4

Federal certification ensures
security.

Myth 2/4

Logic and accuracy testing
ensures security.

Myth

4

"Not connected to Internet"
ensures security.

Myth 4/4

Decentralization ensures
security.
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Tool 1/4

Public verification of
(almost) everything.

Tool 2/4

Voter verification of
their own paper ballots.

Tool 3/4

Compliance audit

Tool 414

Risk-limiting post-election audit.

Outline
• 4 Goals
• 4 Challenges
• 4 Principles
• 4 Myths
• 4 Tools
• Example: hypothetical NH post-election audit

Example: 2016 NH Governor
• Reported outcome:
— 354,040 Sununu
— 337,589 Van Ostern
— 33,234 other

• Margin of victory: 2.4%
• Comparison risk-limiting audit compares
randomly chosen paper ballots with their cast
vote records until "risk limit" (e.g. five
percent) is met.

Audit
Sample size
Errors found
Risk

Audit
Sample size

100

Errors found

0
33%

Risk

Audit
Sample size

100

200

Errors found

0
33%

0

Risk

10%

Audit
Sample size

100

200

300

Errors found

0
33%

0

0

10%

4%

Risk

Audit
Sample size

100

200

300

Errors found

0
33%

0

0

10%

4%

Risk

Examining only 300 randomly-chosen ballots
(out of 724,863 cast) achieves our "risk limit" of 5% !

References
• Stark, P.B., and D.A. Wagner, 2012. EvidenceBased Elections. IEEE Security & Privacy, 10,
33-41.
• Lindeman, M. and P.B. Stark, 2012. A Gentle
Introduction to Risk-Limiting Audits. IEEE
Security & Privacy, 10,42-49.

The End
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Thank you again for participating in the Presidential Advisory Commission on Election Integrity's meeting
on September 12th. we look forward to your presentation.
I've attached the meeting materials for next week's meeting for your review. Please let us know if there
are any issues with your materials, or if you have any additional materials you'd like to present to the
Commission. We're in the process of posting the attached materials now, and will need to post any
additional materials before close of business today.
If you have any questions, please let me know.
Again, thank you!
Andrew

